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document may be reproduced, stored in any retrieval system or transmitted in any form or by any 

means (electronic, mechanical, reprographic, recording or otherwise) without the prior written 

consent of the copyright owner. 

Disclaimer: 

Every effort is made to provide accurate information in this document. However, TAPS makes any 

warranty of any kind about the quality or correctness of the information included in this document. 

TAPS will not be liable for any damages of any kind arising from the use of this document. 

Comments sent by E-mail: 

You are invited to provide TAPS with your personal comments or questions in an E-mail, directed to 

TAPS@TedAngevaare.nl. TAPS will use this information to improve the content of this document. 

TAPS: 
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Independent Consultant Process Security  

Mail and Visit address : Guirlande 123, 2496 WP, The Hague (ZH), The Netherlands. 

Telephone      : +31 6 207 177 75 
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Management Summary 

Industrial Automation is going through a fast-moving evolving period and nowadays use Commercial 

off-the-shelf (COTS) computer systems, networks and Cloud applications to optimise production, 

increase operation speed and quality, reduce cost, improve uptime and availability and last but not 

the least improve Process Safety, called IIoT (Industrial Internet of Things). IIoT is recognised to be 

the next big step in industry that will lead us into the next level of Industrial Automation and is 

embraced by many enterprises because of its advantages. The Aberdeen group has investigated the 

major transformation that Industry 4.0 can accomplish and concluded as a result of their survey the 

following advantages: 

 

Industrial IoT (IIoT) is the subset of IoT that is based on connected manufacturing operations to 

develop products and services. Although believed that the advantages quoted by the Aberdeen 

Group are on the high side, it can be concluded that even when production can increase a few 

percent, it’s worth a while to implement. 

However unfortunately Industry 4.0 also creates a huge disadvantage that is called the OT 

Cybersecurity threat. Special software, such as malware, ransomware and other hacking software, 

has been developed by malicious people to attack systems, databases and other private and 

governmental networks to steal information, to corrupt information, to hurt networks or to create 

physical destruction. In the hands of aggressive countries, cyber terrorists, cyber criminals and smart 

kids this could be a weapon that could disrupts our world of smart computing and our smart plants. 

Several successful Cyber-attacks, e.g. Stuxnet and Triton have the capability to stop production 

and/or change the technical integrity of production facilities or cyber criminals use ransomware, e.g. 

WannaCry and Petya, to encrypt systems applied in industry and demand to be paid in Crypto-

currency or malware just stops the working of a control system. 

The trend of the cyber threats is growing exponential over time and combined with the increase of 

applying systems to support Industry 4.0, the likelihood of being a victim of a cyber threat also 

increases exponentially over time. Even when Industry 4.0 is not applied, the increase in cyber 

threats is significant and requires action, because of the open protocols and open systems used. 

The knowledge in private companies about Cyber-attacks, malware and cybercrime, mitigation 

projects and the use of security robust systems, networks and processes are lacking behind 

compared to what’s feasible today. Most companies only want to take advantage of Industry 4.0 and 

don’t realise that they create a huge vulnerability of becoming the next victim of a Cyber-attack.  

https://www.aberdeen.com/opspro-essentials/industry-4-0-industrial-iot-manufacturing-sneak-peek/


Industrial Security Project Justification 

4 of 57 
 

Not only the industry is lacking behind in knowledge, also the Manufacturers and Vendors of 

Industrial Systems are slowly improving their products. Only the large brands of IACS Vendors have 

an OT Cybersecurity department and react in a proactive manner to the new threats and subsequent 

requirements. 

Legislation and Standardisation is also lacking behind, mainly because of the speed of change. 

Globally new laws (in the Netherlands GDPR, BRZO and Csw) are on their way to become mandatory 

or are just applicable and new standards (e.g. IEC-62443 series) are being developed at this moment.  

The industry wants to use the new technology tomorrow but is not ready. The management of most 

End-Users are in great need to be trained and their companies require a new organisation to handle 

OT Cybersecurity in an operational and safe environment. 

This report describes “The 9 steps of prerequisites to a successful OT Cybersecurity project“ that are 

required before you can start such a programme and qualified staff and Contractors are required to 

help the OCO (OT-Cybersecurity Officer) and Senior Management.  

In another TAPS report ‘A detailed Framework on the steps to make to implement a Security Program 

in an industrial plant (OT)’ 12-basic requirement steps to ‘a simple approach’ to secure the End-

Users’ Process Control Domain (OT) is described. Most industries, when they can afford it, should 

continue with the next level of mitigation, as described in this report, being a ‘Cost & Impact 

Effective’ Security Program and should consider the implementation of 37 mitigating actions. These 

actions should be ranked and should be considered to be implemented using a Risk Assessment. 

Depending on the type of industry and the attractiveness of the industry sector, hackers in the past 

would focus on the End-Users’ company or not. Banking and Governments were the number one 

victim, because of possible money that could be obtained or for espionage reasons. But with cyber 

criminals who are only interested to force companies to pay, any company could be a victim now. 

End-Users cannot say anymore that their industry is not attractive. 

Most companies don’t have a supporting organisation and have an OT-Cybersecurity programme in 

progress and are very vulnerable to the next Cyber-attack. So, what would be the chance that you 

are impacted by Malware or a Cyber-attack?  

Figure 1: The chance that you are impacted by Malware or a Cyber Attack 
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Managers and Decision Makers of End-Users can do many things to support a healthy OT 

Cybersecurity program and a few of these actions are: 

- Receive awareness training, 

- Initiate that all employees receive some Cybersecurity training, suitable for their function, 

- Create an OT Cybersecurity supportive organisation, 

- Ensure that the company has implemented a Disaster Recovery plan, 

- Release a budget so that the OCO or CISO can really do something, 

- Ensure that the company is compliant with the Legislation, 

- Set goals and targets to become more resilient to Cyber-attacks 

- and more…. 

It is evident that companies should not only invest in Industry 4.0, but also at the same time have to 

invest in protection and resilience of OT Cybersecurity.  

An OT Cybersecurity programme is complex and expensive. The cost of programme varies from a few 

tens of thousands of US$ to several millions of US$, depending on the size of the company and the 

level of desired protection. But beyond questions is, that something has to be done and be invested 

in OT Cybersecurity. 

Every house needs a lock on its door, otherwise one day your house will be empty! But also the 

windows should be closed. 

So, we can be conclusive and state that the very first next steps management should take are: 

- Select an OCO (OT Cybersecurity Officer) or train the CISO 

- Release an initial budget to get started 

- Receive Management training on OT Cybersecurity 

- Set goals and targets to become more resilient to Cyberattacks and define success. 

Statistics, trends and past experience (successful attacks) has taught us that the Cybersecurity 

threat is real, can hit organisations hard and in this document a list of evidence is provided. Within 

process automation the risk concerning the OT Cyberattacks are now rated as the highest threat 

that industry is facing. Every company should have a Cybersecurity plan and should live up to it. 

Cybersecurity is here to stay and doesn’t go away by itself. 

 

Ted Angevaare, 

September 2019. 
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Introduction 

In 1698 Thomas Savery applied for a patent for a machine that could effectively draw water from 

flooded mines using steam pressure. Thomas used principles that were described by Denis Papin, a 

physicist, who invented the pressure cooker.  

Both didn’t realise that they started Industry 1.0, the start of power generation and mechanical 

automation. It took another 80 years before this new era was taking off. In the 1800s, water- and 

steam-powered machines were developed and used to assist labour workers. As production 

capabilities increased, business also grew to organisations with owners, managers and employees 

serving customers. The evolution has started the use of factories with steam engines. 

At the beginning of the 20th century more and more electrical machines were used, and electricity 

became the primary source of power. It was easier to use than water and steam and enabled 

businesses to concentrate electric power to individual machines. Machines were designed with their 

own power sources, like batteries and generators to make them more portable.  

This period also saw the development of several management programs that made it possible to 

increase the efficiency and effectiveness of manufacturing factories. Separation of labour, where 

each employee does a part of the total work, increased productivity. Mass production of goods using 

assembly lines became routine.  

 

Figure 2: Industry 1.0 - Industry 4.0 over the years 

In 1892 Thomas Robins invented a primitive conveyor belt and in 1913, Henry Ford introduced 

conveyor belt assembly lines at Ford Motor Company's Highland Park, Michigan factory and this was 

a start of mass production and Industry 2.0 was a fact. 

In 1948 a patent was applied by William Shockley of Bell Labs of the first transistor and it took until 

1969 that the first Programmable Logic Controller (PLC) was invented. PLCs were first developed in 

the automobile manufacturing industry and this technology was conquering the world of industrial 

control systems fast. The Third Industrial Revolution, Industry 3.0 began through partial automation 

using memory-programmable controls and computers. Since the introduction of these technologies, 

we are now able to automate an entire production process without human interfering. Known 
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examples of this are robots that perform programmed sequences without human intervention and 

fully automated refineries, that run with operators in control rooms watching the screens. Some 

people were negative about the use of PLCs, since they believed it creates unemployment. However, 

the technical revolution could not be stopped. At the end of the day it’s all about the money and not 

about employment of people. 

The need to further develop plants, to optimise and to use models increased the need to use 

networks and computing power in industry.  

 We are currently implementing the Fourth Industrial 

Revolution. This is characterised by the application of 

Information and Communication Technologies to the 

process industry and this is also known as ‘Industry 4.0’. 

It builds on the developments of the Third Industrial 

Revolution. Production systems that already have 

computer technology are expanded by a network connection and have more computing power via 

the Internet or systems installed on top. This allows communication with other production facilities 

or other parts of the production facility, with sales and optimised production, energy consumption, 

environmental impact and other key performance indicators (KPIs). This is the next step in 

production automation and also enables optimisation of stock levels and ideas such as ‘just in time 

delivery’. The networking of all systems leads to “cyber-physical production systems”, systems in the 

cloud, virtual and therefore smart factories, in which production systems, components and people 

communicate via industrial and office networks and 

production is nearly autonomous.  

A large component of Industry 4.0 are cyber-physical 

systems, the Internet of things (IoT), cloud computing and 

cognitive computing (AI - Artificial Intelligence) or in other 

words Information and Communication Technology (ICT). 

Office Automation (IT) is a broad subject and evolving now 

for 3 decades. However, Plant Automation, such as Industrial 

The introduction of Windows-based 

systems allowed the OT (Industrial 

Automation) and the IT (Office 

Automation) to merge and to make the 

best of both worlds, called Industry 4.0. 

Industry 4.0, Internet of Things (IoT) 

will take industry into the next 

generation of evolvement in 

Industrial Automation (OT) to allow 

for optimisation, the use of models 

and improved management of the 

production processes. 

Figure 3: IT (Office Automation) and OT (Industrial Automation) are merging 
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Control Systems (ICS), DCS, PLC, etc. also called Operational Technology (OT) is a development of the 

past years and is also evolving fast and is catching up with the development realised for IT. The costs 

benefits of IoT are huge, and this is the reason why the industry is investing in this type of 

technology. 

As a result of the evolution in Industrial Automation manufacturers are developing new products to 

enable IoT faster and cheaper, using Open Protocols that have been developed in the IT world. 

 

Figure 4: The Manufacturing Benefits of Industrial IoT (IIoT) 

The cost of automation has come down rapidly, but like what a famous Dutch football player, Johan 

Cruijff once said: “Every advantage, has its disadvantage”. A new problem was created and that is the 

problem of Cybersecurity has entered the world of Process Automation! 

Special software (Malware) has been developed by malicious 

people to attack systems, databases and other private and 

governmental networks to steal information, to corrupt 

information, to hurt networks or to create physical 

destruction. In the hands of aggressive countries, cyber 

terrorists, cyber criminals and smart kids this could be a weapon that could disrupts our world of 

smart computing and our smart plants. 

This document will try to explain what is the problem of OT Cybersecurity, who is attacking and why? 

It will paint the picture of industry behaviour and the slow response to protect. Also, it will give 

methods to mitigate and manage the problem from a Senior Manager’s point of view, but the issue is 

that Cybersecurity is here to stay, and you can only protect yourself against the impact. 

 

  

The introduction of Windows-based 

systems and IIoT in the OT has created 

a new problem, Cybersecurity! 
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1. What is the OT Cybersecurity threat? 

General Michael Hayden, Director of the NSA and CIA (1999-2008) made it simple and clear during 

his presentation at the TTI/Vanguard’s Cybersecurity event in September 2016 in Washington: 

 

His colleague, Mr. James R. Clapper, Director of National Intelligence of the USA (DNI), stated 

something similar in the same period, but about Process Automation (OT Security): 

 

Both gentlemen tried to warn the industry about a severe threat, which is a growing concern of the 

world we have created today. Data security breaches fill the headlines these days, affecting all 

industries in all countries, also the remote countries. Are business leaders simply unable to keep up 

with the pace of the digital transformation, or are they unaware of the Cybersecurity implications of 

their digital initiatives or both? 

Hackers, crackers, aggressive countries, cyber terrorists, cyber criminals and smart kids can do harm 

to businesses, industry, governments and private users. In a worst case scenario it can paralyse an 

entire country, create a black-out or can create physical destruction of an Asset in a country or 

countries. The hacker can stay home and safe behind his or her screen to launch an attack. Kill 

chains, zero-day attacks, ransomware and budgetary constraints are just a few of the challenges that 

Cybersecurity professionals face. Cybersecurity experts need more in-depth knowledge to be able to 

withstand these new challenges.   

https://www.ttivanguard.com/conference/2016/cybersecurity.html
https://www.intelligence.senate.gov/sites/default/files/wwt2016.pdf
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Also in the Netherlands Prof. mr. Corien 

Prins, of the WRR (The Netherlands 

Scientific Council for Government Policy, 

is an independent advisory body. The 

task of the WRR is to advise the Dutch 

government and Parliament on strategic 

issues that are likely to have important 

political and societal consequences) 

warns the Dutch people that they are not 

ready to face a cyber attack and that this 

could totally disrupt the critical 

infrastructure, such as banking, finance, 

electric power and medical. 

But another big question remains 

unanswered: “Is the Industry changing 

fast enough to keep up with the threat of 

Cybersecurity and are they protecting 

themselves fast enough to continue 

doing business in a safe and secure 

manner?” 

Some companies are keeping up, changing fast and implementing a Cybersecurity program that will 

help them to face the new threat, but unfortunately most companies are doing ‘very little’ to ‘not 

enough’ and their leadership is not realising that there is a Cyberwar going on and they are in the 

middle of it. The biggest threat is unawareness of Senior Management and Leadership Teams. 

Many End-Users don’t know that they have a Cybersecurity problem and when they do realise many 

End-Users don’t know how to handle the issue: 

 

• Many End-Users don’t know how to secure their production process. 

• Many Engineers at End-Users don’t know how to inform their Management. 

• Many End-Users don’t know how to implement. 

• Many End-Users don’t know what IACS Vendors can do to help! 

• Many End-Users don’t know who owns Industrial Cybersecurity, i.e. Engineering or Office IT? 

Figure 5: Recent News Paper Article about digital dependency 
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The Cybersecurity issue is new and changing fast and legislation is lacking behind. For many years 

hacking was not an offence. The Netherlands has extensive Cybercrime legislation since the early 

1990s. Now with the European NIS Directive, the GDPR (General Data Protection Regulation) and as a 

result the new Cybersecuritywet (Csw) that has been renamed into Wbni (Wet beveiliging netwerk- 

en informatiesystemen), became effective on the 9th of Nov 2018. Now companies in The 

Netherlands will need to comply to these new laws. However, when the hacker is located in a remote 

country, there’s not much the Dutch Cyberpolice can do to stop the attack. 

The question remains: “What is the chance that a certain business, large, medium or small, will be 

hit by a Cybersecurity attack?”. This is a very difficult question to answer and varies per industry 

sector. Cyber criminals will prefer Banking, because this is where the money is, but ransomware is 

picking up and now all types of businesses will be of interest by criminals. 

Ransomware is increasing and examples as Reveton (2012), CryptoLocker (2013), TorrentLocker 

(2014), CryptoWall (2014), Fusob (2015), WannaCry (2017), Petya (2016-2017), Bad Rabbit (2017) 

and SamSam (2018) have costed industry more than 18m US$ by 2015 and a few hundred million 

US$ by 2017. It is estimated that Ransomware has costed industry more than 1 billion US$ by 2018 

and probably much more. The impact is growing exponentially. 

Cyber Espionage is popular by some countries, like China, Iran, Russia, North Korea and the USA to 

obtain information about another country, another government, other Ministry of Defence and also 

between competitive private companies. So also Cyber 

Espionage is a threat that also should be considered by 

industries, but for most industries too small of a chance 

to be put on an action list. 

It has been proven that ‘Disgruntled Employees’ could 

be a Cybersecurity threat that should be considered. 

The media focus is on external attacks, such as 

ransomware and fishing emails with malware attachments. But internal threats remain one of the 

most common Cybersecurity issues that any organization is facing. According to the 2018 Insider 

Threat Report, issued by Cybersecurity Insiders and CA Technologies, ninety percent of organizations 

feel vulnerable to insider threats.  A disgruntled employee possesses three components needed to 

cause damage, being knowledge, access and motivation. Depending on the job function of the 

disgruntled employee access may include access to confidential or proprietary information, financial 

information and or high-level administrative privileges to corporate applications or to operational 

systems controlling or managing the production process, i.e. the OT. The damage that disgruntled 

employees could cause, can be severe to extreme and could stop or damage the production process. 

Does your organization have the appropriate controls to detect and prevent an insider’s attack? Most 

companies don’t have this! 

Important to consider is the motivation for attacks. This could be money, ego and prove of being 

smart, competition, espionage, political, war, terrorism, steal software and/or steal business 

intellectual property, such as recipes that could be of use or tender information. Although malicious 

insiders are a significant threat, do not ignore the potential of a careless employee to accidently 

delete or modify critical information or unintentionally share sensitive information by not following 

established company protocols and procedures. 

The 5 industries that are most vulnerable to Cyber-attacks are: Small and medium sized businesses, 

Healthcare, Government Agencies and the Energy Industry, such as nuclear facilities, power grids, 

and power generation facilities around the world, but also natural gas pipelines, refineries, chemical 

The industry is facing a growing new cyber 

threat that could disrupt or damage the 

production process via internet or portable 

media caused by spying, disgruntled 

employees, hackers, malware, cyber 

terrorists, cyber criminals or smart kids. 

https://www.ca.com/content/dam/ca/us/files/ebook/insider-threat-report.pdf
https://www.ca.com/content/dam/ca/us/files/ebook/insider-threat-report.pdf
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plants and oil and gas production facilities. The water plants could be a focus of attacks when facing a 

ruthless enemy that wants to cause many casualties among civilians. 

The nuclear energy industry began addressing cybersecurity immediately after the terrorist attacks 

of 11th of September 2001 on the Twin Towers of the World Trade Center in New York (also referred 

to as 9/11). The U.S.NRC (Nuclear Regulatory Commission) ordered the companies that operate 

nuclear power plants in the USA to enhance security in several areas and subsequently has had a 

cybersecurity program in place since 2002. As part of this rule, the U.S.NRC identified one of the 

major threats to be the use of portable media. Later the Stuxnet attack on the Iranian Nuclear 

Program in 2010 proved to be right. Stuxnet was using portable media (USB-sticks) to infect and 

bridge the air gap between internet and the Siemens nuclear control systems in Iran successfully. 

Portable media are USB-sticks, laptops, CDs, DVDs, portable hard disks, mobile telephones, media 

players, portable SSD memories, memory cards, such as microSD and other portable data storage 

devices (PSD). Stuxnet damaged the centrifuges of the nuclear installations and set back Iran’s 

nuclear programme by 1 – 2 years. 
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2. What is happening in Industrial Automation and Industry 4.0? 

It doesn’t feel that long ago that Process Control consisted of analogue locally installed pneumatic 

instruments, controllers and chart recorders, based on 3-15 PSI or 0.2 – 1 bar air pressure. This 

technology was the default technology in use in industrial plants globally and is still in use in some 

countries. 

In the 1970ties the first electronic Control & Automation equipment came on the market. The 

equipment communicates using analogue 4-20 mA current loops and powered also the transmitters 

and control valves via these current loops. The first PLCs (Programmable Logic Controllers), DCS 

(Distributed Control Systems) and SCADA systems (Supervisory Control and Data Acquisition systems) 

were used, based on proprietary systems, i.e. software and protocols that was developed in an 

unique manner by the manufacturers. Each manufacturer had its own protocol. 

Later, in the 1980ties the first digital systems and field communication came in use, based on Hart, 

Foundation Fieldbus H1 (FF), Profibus PA (PB-PA - powered field buses) and communicating to more 

advanced PLCs (Programmable Logic Controllers), such as Safety PLCs, multiple PLCs overlooked by 

watchdogs.  

DCS (Distributed Control Systems) was also successfully 

introduced in the 1980ties. DCS is still in use today, however 

DCS has changed from proprietary systems into systems with 

large component of Microsoft Windows and big parts of the 

DCS consist of Commercial off-the-Shelf (COTS) hardware, like 

PCs, screens and servers. This has significantly reduced the 

costs per IO and also allows for easy communication to MES (Manufacturing Execution System) and 

ERP (Enterprise Resource Planning) systems for production optimisation and management. 

 

Figure 6: The Control Layers of Industrial Automation 

The introduction of Windows-based 

systems and the use of CoTS 

hardware in the OT has reduced the 

costs of IACS significantly 
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Because of the fast evolvement in Process Automation the need for standardisation became 

necessary. ISA95 was one of the first standards that described the integration between office 

automation and process automation, resulting in a layered concept, called the Purdue Model. 

Purdue Enterprise Reference Architecture (PERA) is an 1990ties reference model for enterprise 

architecture, developed by Theodore J. Williams and members of the Industry-Purdue University 

Consortium in the US and allowed for a levelled approach to functionality. 

The Level 0-3 (L0-L3) together are creating the OT and Level 4 (L4) is the IT (the Office Network).   

Level 5 is often referred to as the Internet. L4 is a combination of ERP and other Office Applications, 

like Email and Management tools. 

The technology and ISA95 Standards were 

available in the late 1990ties already, but it took 

years before the industry started to appreciate 

and apply this technique. The main reason was 

that the life time of equipment installed in the OT 

was more than 25 years, while in the IT the life 

time was and still is 5-6 years for a complete 

change out. The L4 was evolving much faster, 

newer techniques, more open protocols, network 

management systems monitoring network 

performance and load, more bandwidth to allow 

for faster and more communication, etc.  

Another reason why it took so long before the 

ISA95 standards were implemented was the 

Safety revolution in the OT that took place at the 

same time.   

In the past Process Safety related automation was a best practise and in the 1990ties a newly 

developed methodology was created to implement this in a much more structed manner, as 

described in IEC 61508 and IEC 61511. These standards describe a methodology to design Safety 

Systems and the testing of it, based on a Risk Assessment and a company agreed Risk Matrix. Based 

on the Safety Integrity Level (SIL) a target was provided to be applied for each safety function (SIF), 

i.e. Mean Time Between Failures (MTBF) of the equipment used. This created a safety revolution in 

Industry and most Safety Integrity Functions (SIFs) were redesigned and improved to comply to these 

new standards. Using the new SIL-methodology, it became clear that most parts of the Safety 

systems needed to be improved (add and correct under-engineering or remove over-engineering). 

The efforts and investments in Safety Systems to become compliant to the IEC standards was huge 

and has increased the safety performance of companies considerable in a positive manner.  

As a result less was invested in improving the control systems 

and their connectivity as described in ISA95. Not until after 

the millennium, not until Safety revolution was fully under 

control, the focus shifted to improving the control layer and 

above layers, like MES and ERP, but some front runners 

identified a new problem when applying Windows-based systems and that was Cybersecurity in the 

OT. The last decade new standards have been developed to manage and control the Cybersecurity 

issues. ISA99 and later IEC 62443, a series of standards for Cybersecurity for Industrial Automation 

and Control Systems, was the Framework the Industry was waiting for. However, ISO 27000 was 

Applying ISA95 and ISA99/IEC-62443 

series of Standards are key to create a 

structured and secure infrastructure 

in Industrial Automation (OT). 

Figure 7: ISA 95 Architecture/Purdue Model 

http://www.isa-95.com/
https://en.wikipedia.org/wiki/IEC_61508
https://en.wikipedia.org/wiki/IEC_61511
https://en.wikipedia.org/wiki/Safety_integrity_level
https://en.wikipedia.org/wiki/Mean_time_between_failures
https://www.isa.org/isa99/
https://webstore.iec.ch/searchform&q=iec%2062443
https://en.wikipedia.org/wiki/ISO/IEC_27000-series
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already available for Office Automation and was implemented in early 1990ties and the IT discipline 

applied ISO 27000 widely in the IT domain. It is possible to become ISO 27000 certified to prove that 

the office automation and network is compliant. 

IEC 62443 standard series (14 documents) is still under construction now for 20 years and only 60% 

(8 documents) of the documents have been officially issued. The other documents (6) are available in 

draft and expected to be released soon. 

Thanks to the short life time in the IT, it was possible to implement changes and security much easier 

and faster in the IT domain. The OT was facing a huge installed base with a life time of decades and 

this made the OT slow, old proven technology, but robust. This created a mismatch between the two 

domains, who were managed by two different departments. The OT was managed by 

Engineering/Operations and the IT was managed by the IT department. ISO 27000 was implemented 

in IT widely and IEC 62443 is in the process of being developed. The IT was known for fast moving 

and applying ‘not mature applications’ and ‘not fully tested’ and the OT was slow, safety first and not 

a front runner of the latest technology.  

First all the flaws had to be 

removed, i.e. the product needs to 

be ‘proven technology’ and able to 

run as designed and fully tested, 

before the industry would consider 

it to be used and installed in the 

OT. The priority setting between 

the two departments was and still 

is completely different and 

mirrored. 

Figure 9: Priorities of IT vs. OT 

Figure 8: IEC 62443 Series Standards for Industrial Automation 
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Process Safety is a subject that is only applied in the OT, and confidentiality is the lowest priority in 

the OT. ‘Safety First’ is a slogan that is used by most companies, because management realises that 

an incident could result in losing their ‘Licence to Operate’ and 

their reputation, besides the huge costs of the missed 

production, repairs and personnel cost to fix the problem(s). 

Also, a possible environmental impact such as a product loss 

with spills and emissions or in worst case into nature could 

have a devastating impact. In the IT space the focus and priority are precisely the other way around. 

Confidentiality is the number one priority. A company doesn’t want their financial data to be known 

to the public and business plans, personnel information, product costs and other financial data has a 

confidential status and will need to be saved and handled by secure systems and staff with the right 

authorities. 

The difference of priority setting between the OT and IT 

has led in the past to misunderstanding and sometimes 

to turf-wars between the disciplines and this ownership 

of OT Cybersecurity has, in most companies, not been 

resolved today. IT is not automatically the owner of the 

OT Cybersecurity, since Engineering/Operations are the 

owner of the OT Domain. Engineering and Operations 

are very reluctant to allow IT staff handling the security 

issues of their operational control systems, and don’t allow access for patching, anti-virus updates or 

network modifications. On the other hand, IT-staff is unaware of the Process Safety aspects, the 

Permit-to-work system, the long life-time aspects of the equipment in the OT and the fact that 

Safeguarding Systems (SIS) should be handled with extreme care and Management of Change (MoC) 

procedures. 

Nevertheless, the evolution in the OT progressed and 

technologies like Virtualisation, Cloud engineering, Edge 

computing and new open protocols, all technologies 

developed for office automation (IT), are now also 

available for process automation. However, the 

organisation, procedures and management of the OT has 

not changed. The IT discipline is not the owner of the 

hardware and software applied in the OT and therefore 

the IT Discipline can only manage and steer the IT Domain and its connections and Firewalls 

(perimeters). This has grown to a state where the End-User’s own organisation cannot manage and 

maintain its own OT systems anymore and are relying on the IACS Vendor to do all this work. The 

End-User has changed to a manager of its OT systems and doesn’t have enough knowledge to 

maintain its new installed base. The need for outsourcing of critical activities in the OT can work only 

when the End-User is aware of the pitfalls and appreciate the efforts of the IACS Vendors and this is 

often not the case. 

So, the Industrial Automation technology has changed 

faster than the End-User’s organisation can handle. Most 

companies don’t allow for training, i.e. expensive and 

manpower consuming, or not enough training. Training 

of staff and management has proven to be essential to 

keep up with the evolvement of technology. 

The latest technology applied in the OT 

have been developed for office 

automation, such as Virtualisation, Cloud 

Engineering, Edge computing and new 

protocols. The Operations Department is 

not ready to manage and maintain this. 

‘Safety’ is the number one priority in 

the OT and ‘Confidentiality’ is the 

number one priority in the IT domain 

OT Cybersecurity Training of staff and 

management has proven to be essential 

to keep up with the evolvement of 

Industrial Automation technology. 

The ownership of OT Cybersecurity has not 

been defined in most companies and is not 

the IT discipline by default. The Operations 

Department is the owner of the systems in 

the OT and the Ops procedures are 

applicable and not the IT procedures. 
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Not until the End-User starts to understand the technologies, the issues of implementation, the 

priorities & criticality and the benefits it can provide, then the real advantages can be harvested in 

the production process. A university education in Industrial Automation and OT Cybersecurity is not 

available and training can only be provided by specialised companies. Not many companies have 

plans to receive such training, but should.  



Industrial Security Project Justification 

20 of 57 
 

3. How big is the issue in Dollar$? 

Most companies don’t report their Cybersecurity incidents or don’t realise that the problem they 

have faced was caused by a Cybersecurity incident, such as malware or software bug. Instead their 

maintenance departments have procedures or orders to replace hardware or re-install software to 

start-up the production process as soon as possible, after a malfunction takes place. Lost production 

is a financial and planning loss, and this will need to be corrected fast. Keep the MTTR (Mean Time To 

Repair) to a minimum, but is this the correct action? 

A shutdown could have been caused by malware or a hacking attack and without proper 

investigation this could happen again. Even worse are the hidden attacks that may change the quality 

of the production process. How is quality managed and how are these detected? 

 

 

 

 

 

 

 

Unfortunately, above process is not always followed and often companies have no ambition to 

report Cybersecurity incidents. However, changes are emerging because of new legislation and some 

laws are enforcing the reporting of Cybersecurity incidents. Not until some accurate data have been 

collected, the financial impact of Cybersecurity will remain an estimate. 

In a study conducted by the Ponemon Institute, in 2016 and sponsored by Hewlett Packard 

Enterprise, the cost of Cyber Crime has been estimated to be more than 100 billion dollars per year! 

In the study “2016 Cost of Cyber Crime Study & the Risk of Business Innovation” the data of 237 

companies in 6 countries were analysed and extrapolated. Not all that money comes from hackers 

targeting corporations, banks or wealthy celebrities. Individual users like you and me are also targets. 

A good example was the recent WannaCry ransomware outbreak when more than 230.000 

computers in 150 countries were infected within one day. 

 

Figure 11: The Annual cost for Cyber Crime globally 

Figure 10: Correction process after a Cybersecurity incident 

https://www.ponemon.org/local/upload/file/2016%20HPE%20CCC%20GLOBAL%20REPORT%20FINAL%203.pdf
https://www.ponemon.org/
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In another study, conducted by Norton Cybersecurity it is reported that in 2016 around 690 million 

consumers in 21 countries were affected by Cybercrime with a total financial cost of Cybercrime 

alone of around 125 Billion US$ in that year. 

One year later, in 2017, Norton reports that 980 million people in 20 countries were affected by 

cybercrime and consumers who were a victims of cybercrime globally lost $172 billion US$. The 

reports are about ‘consumers costs’ and not the ‘cost of Industry’, but is a good indication how fast 

the threats are growing. The cost increase between 2016 and 2017 is approx. 40%. 

 

Figure 13: CSIS report Feb. 2018 (USA Center for Strategic and International Studies (CSIS) 

    Figure 12: Norton Symantec Cyber Security Insights Reports 

http://now.symassets.com/content/dam/content/nl-nl/collaterals/datasheets/norton-cyber-security-insights-report2016.pdf
http://now.symassets.com/content/dam/norton/global/pdfs/norton_cybersecurity_insights/NCSIR-global-results-US.pdf
https://us.norton.com/cyber-security-insights-2016
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The USA Center for Strategic and International Studies (CSIS) published a report in Feb. 2018 in which 

the cost of Cybercrime was a percentage of the Gross Domestic Product (GDP). This study was 

sponsored by McAfee, but the figures reported in this report were much higher. 

80 billion malicious scans are conducted daily and 300,000 

new malware is created daily, of which 4,000 new 

ransomware were created in 2017. The trends are going up.  

According to CSIS monetisation of stolen data, which has 

always been a problem for cybercriminals, seems to have 

become less difficult because of improvements in cybercrime 

black markets and the use of digital currencies, like the use of Bitcoins. Stolen credit card numbers 

and Personally Identifiable Information (PII) are offered for sale on the dark web. You can buy this 

info via a complex set of transactions involving brokers and other intermediaries in black markets. 

Financial theft is transferred to the criminals’ own bank accounts through a series of transfers 

intended to disguise and confuse. Intellectual Property (IP) is either used by the acquirers or sold. 

Digital currency makes ransomware payments possible and not traceable. The increased ease of 

monetisation is another reason why cybercrime has increased. 

According to a report issued in Sep. 2017 by Deloitte, Cybercrime is costing The Dutch economy 10 

Billion €/year, but could be in a worst case scenario 100 Billion €/year! 

Monetisation of stolen data, which has 

always been a problem for 

cybercriminals, seems to have become 

less difficult because of improvements 

in cybercrime black markets and the 

use of digital currencies (e.g. Bitcoins). 

Figure 14: Deloitte Cybercrime’s Overview Cyber Value at Risk per sector in The Netherlands 2017 

https://csis-prod.s3.amazonaws.com/s3fs-public/publication/economic-impact-cybercrime.pdf?kab1HywrewRzH17N9wuE24soo1IdhuHd&utm_source=Press&utm_campaign=bb9303ae70-EMAIL_CAMPAIGN_2018_02_21&utm_medium=email&utm_term=0_7623d157be-bb9303ae70-1940938
https://view.deloitte.nl/rs/834-ESS-180/images/deloitte-nl-risk-cyber-value-at-risk-in-the-netherlands-2017-report-web.pdf?mkt_tok=eyJpIjoiWkRKallqbGxaamsxWVRRMyIsInQiOiJ3NlBKYlBFbWlQSlN6S0hRYnpGRW5CNWZoMVdYeDhYWncyWXduRlBBdjhFTjRMcE93R25UXC9tQ2pCdExcL29iMWhqN3EwK3ZsQ1FKuijtUQmpsOWVvdHgxVmZyb3RPZ3UwTGF1TjFoY0hPTzlvV2lMWERVN1wvbUNiZXRiRWVrSjM2MyJ9
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Deloitte Cybercrime are calling for action in their report and stated the following: “The safety of 

cyberspace is the concern of society as a whole. Stakeholders must acknowledge the extent of 

interdependency and contribute beyond the limits of their 

own organization. We advocate the formation of ‘cyber 

communities’, the cyber space equivalent of a 

neighbourhood watch. Some good examples of emerging 

cyber communities include the Information Sharing and 

Analysis Centres (ISACs) for the critical sectors, corporates 

with advanced 3rd party cyber risk management as well 

as initiatives around cyber insurance.”, so working 

together in the same branch of industry on reporting of 

Cybercrime and Cyberattacks could be beneficial to that sector and individual companies. 

The estimated costs caused by Cybercrime, such as ransomware and criminal activities is increasing 

fast. The numbers quoted in studies varies, but globally in 2017 are around 0.7% of the GDP, which is 

approx. 500 billion US$. These numbers don’t include malware that causes e.g. disruption of the 

production process, such as the ‘Conficker worm’, that required 

control systems to be restarted to remove the worm and to load 

the backups. During that period production was down.  

Please be aware that the numbers quoted in this Chapter are 

estimates and could be wrong for the reason mentioned earlier, 

not being reported. 

 

  

The cost increase of Cybercrime in the 

Netherlands between 2016 and 2017 is 

approx. 40%. Norton reports that in 2017 

around 1 Billion people in 20 countries 

were affected by cybercrime and 

consumers who were a victims of 

cybercrime globally lost $172 billion US$. 

The Center for Strategic and 

International Studies (CSIS) in the 

USA published that Cybercrime in 

2017 costed the consumer  0.7% 

of the GDP globally, which is 

around 500 billion US$. 

https://en.wikipedia.org/wiki/Conficker
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4. What is the trend of hacking and malware? 

McAfee publishes a Threat Report every quarter and in the Sept. 2018 report the following statistics 

were made available:  

Malware data comes from the McAfee 

Sample Database, which includes 

malicious files gathered by McAfee 

spam traps, crawlers, and customer 

submissions, as well as from other 

industry sources.  

More than 700 million different 

malware have been found by McAfee 

and the numbers are increasing every 

day. 

When looking at malware, the McAfee 

report details an area of cybercrime 

that is often poorly reported compared 

with the ransomware attacks, like 

WannaCry and Petya Goldeneye 

ransomware attack. Sending a false 

invoice (Billing Fraud) has been the 

modus operandi of multiple threat actor 

groups for some time. In this McAfee 

report Security incidents data is 

compiled from several sources. Most 

attack vectors are either not known or 

not reported outside an organisation. 

An attack vector is a path or means by 

which a hacker (or cracker) can gain 

access to a computer or network server 

in order to deliver a payload or 

malicious outcome. Attack vectors 

enable hackers to use system 

vulnerabilities, including the human 

element, which is often the weakest 

link. As clear from the figure 14 one of 

the most successful attack vectors is ‘Malware’. Malware is software intentionally designed to cause 

damage to a computer system or computer network.  

So, Malware is not the only threat vector to mitigate against. This is the reason why Cybersecurity 

has been split in several subjects, called ‘action categories’, such as Hacking, Malware, Social, 

Physical, Misuse and Errors.  

A security hacker is someone who seeks to breach defences and exploit weaknesses in a computer 

system or network in order to gain access to a system.  

Figure 15: Total number of Malware according to McAfee 

Figure 16: McAfee Top 10 successful attack vectors in 2017-2018 

https://www.mcafee.com/enterprise/en-us/assets/reports/rp-quarterly-threats-sep-2018.pdf
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Social hacking (or Social Engineering) describes the act of attempting to manipulate people to release 

confidential or restricted information. The general function of social hacking is to gain unauthorised 

access to this information or to a physical space without proper permission, e.g. by asking people 

who have this information without realising that there is a malicious intention.  

Physical access is physical unauthorised access into a private computer system or network by a 

malicious hacker that sits physically behind a screen and keyboard. The Physical hacker often has to 

pass an entry system or guards to enter the private space that will provide the access. 

Misuse is a deliberate action 

by an authorised person to 

breach a computer or 

network system, often to 

gain a personal advantage 

by performing unauthorised 

handlings. The person is 

misusing his/her 

authorisation rights to do 

something that is not 

allowed. E.g. a Disgruntled 

Employee can do a lot of 

harm to a company when 

he/she starts to delete 

confidential information. 

An Error is a mistake made 

by an authorised person.  

Verizon Communications, 

one of the biggest American 

telecom companies, with the 

help of 64 contributing 

organizations, publishes the 

yearly Verizon Data Breach 

Investigations Report (DBIR). 

The 2018 Data Breach 

Investigations Report, 11th 

Edition by Verizon shows that hacking is 

still number one threat, followed by 

malware. The period up to 2014 looks 

different (going up) compared to the 

period after 2014 where the trend is 

fluctuating. This is mainly because the 

bottom graph (Figure 17) shows the 

percentages of the breaches and the 

other graph (Figure 16) at the top are 

absolute numbers.  

New Malware variants are showing up 

each day. An estimate by Thomas 

Figure 17: Verizon's number of breaches per threat action category over 2004-2014 

Figure 18: Verizon’s Percentage of breaches per threat action over 2010-2017 

Figure 19: Number of new Malware variants estimated by GData Security 

http://www.documentwereld.nl/files/2018/Verizon-DBIR_2018-Main_report.pdf
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Zucker-Scharff in an article Published on 2018-03-30 stated that that 12 million new variants are 

being developed each month.  

Not only Microsoft Windows is a 

target Operating System, Linux is also 

facing new malware. 

The next question to ask is what are 

the targets, individuals, who don’t 

patch their PCs and laptops, or 

Businesses, Governments, Financial 

Institutes, Medical organisation or 

something else? 

 

Victor Reklaitis, published on the 25th of May 2018 an article: How the number of data breaches is 

soaring. He presented a chart based on data provided by Jefferies, a split how hackers hit the various 

sectors.  

In the chart it is 

evident that the 

business is the 

largest target now. 

“It is the opinion of 

the ITRC (Identity 

Theft Resource 

Center) that the 

criminal population 

is stealing more data 

from companies, 

AND data breaches 

are being more 

frequently 

publicized,” the non-

profit organisation 

ITRC says on its 

website, with more 

companies revealing 

breaches due to laws or public pressure. “But it’s also hard to determine whether there are more 

security breaches now than ever before”, according to the ITRC.  

  

Figure 20: Estimate of Total Malware by Thomas Zucker-Scharff 

Figure 21: Focus area of hackers 

The trend of Malware, Hacking 

activities and criminal activities 

such as Ransomware are 

increasing exponentially and are 

now focusing on businesses, 

medical organisations and industry 

https://www.marketwatch.com/story/how-the-number-of-data-breaches-is-soaring-in-one-chart-2018-02-26
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5. What are the most successful attacks on the industry? 

A Cyber-attack can vary from stealing information up to destructive attacks, from cyberwarfare to 

cyber espionage, from stolen Email addresses to stolen credit card and financial data. Industry is 

most concerned about Malware or Cyber-attacks may change the Technical Integrity (Process Safety) 

of production facilities. Also data integrity or application function integrity (I) could disrupt or 

damage the production process or that it stops the production process, the availability (A).  

The PS and CIA priorities are applied: 

PS  = Process Safety 

C  = Confidentiality 

I  = Integrity 

A  = Availability 

 

2010 Stuxnet (PS, I and A): 

The first destructive attack in industry was Stuxnet in 

2010, a malicious computer worm believed to be a jointly 

built by an American-Israeli team created a cyber weapon. Designed to sabotage Iran's nuclear 

program with what would seem like a long series of unfortunate accidents, i.e. centrifuges damaged 

due to overspeed. The attack caused a set-back of the nuclear program by 1-2 years. 

2011 Duqu (C):  

Duqu uses parts that have been developed as part of Stuxnet and looks for information that could be 

useful in attacking industrial control systems, such as stealing digital certificates (and corresponding 

private keys). Duqu’s objective is not to be destructive, the known components are trying to gather 

information. The target of Duqu again is Iran. 

2012 Shamoon 1 (A):  

Shamoon 1 is an attack on the oil and gas company Saudi Aramco and wiped out 35,000 computer 

systems on 15 August 2012. One week later RasGas experienced a similar Cyber-attack. The malware 

stole information and then destroyed data and computer operation and is seen as the "Biggest hack 

in history" Shamoon caused the company to spend more than a week restoring their services. 

2013 Havex (C): 

Havex malware, also known as Backdoor.Oldrea, is a RAT (Remote Access Trojan) employed by the 

Russian attributed APT group “Energetic Bear”. It includes an OPC (Ole for Process Control) scanning 

module used to search for industrial devices on a network. Havex is known to have been used in 

attacks targeted against various industrial sectors, particularly the energy sector, such as Electric 

Power Plants in the United States and Europe. 

2015 BlackEnergy (KillDisk) (A):  

Was an attack to the Ukraine’s power grid and caused a shutdown of 

Ukraine’s power grid and temporarily disrupt electricity supply to the 

end consumers by remotely switching off substations. BlackEnergy 

Malware was first reported in 2007 that generated Distributed Denial-

of-Service (DDoS). In 2010, BlackEnergy 2 appeared with capabilities 

beyond DDoS. In 2014, BlackEnergy 3 came equipped with more functionality and a variety of plug-

ins. A Russian-based cybergang known as Sandworm is recognised with using BlackEnergy attacks. 

The attack is distributed via an Email attachment being a Word document or PowerPoint file, 

trapping victims into clicking the apparently normal file.  

Stuxnet is seen as the first major attack 

on a nuclear power plant and 

successfully destroyed centrifuges in Iran 

and set back the program by 1-2 years. 

Several attacks have been 

conducted on the Ukraine’s 

Power Plants resulting in 

complete black-outs. 

https://en.wikipedia.org/wiki/Stuxnet
https://en.wikipedia.org/wiki/Duqu
https://en.wikipedia.org/wiki/Shamoon
https://www.saudiaramco.com/
https://www.qp.com.qa/en/QPActivities/pages/subsidiariesandjointventuresdetails.aspx?aid=52
https://en.wikipedia.org/wiki/Havex
https://securelist.com/energetic-bear-crouching-yeti/85345/
https://en.wikipedia.org/wiki/BlackEnergy
https://arstechnica.com/information-technology/2014/10/suspected-russian-sandworm-cyber-spies-targeted-nato-ukraine/
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2015 PLC-blaster worm (A): 

Programmable Logic Controllers (PLC) and used in industry to control the process and are nowadays 

equipped with Ethernet ports and can communicate using TCP and IP-addresses, as used in Internet 

technology. A lab-worm was created in 2015 by researchers from OpenSource Security to prove that 

PLC worms can seriously threat PLC. The PLC blaster worm was specifically designed to attack 

SIMATIC S7-1200 v3 controllers. This worm does not require any additional PCs to spread to other 

PLCs. The worm lives and runs only in the PLC. The worm scans the network for new targets (other 

PLCs), attacks these targets and replicates itself onto the targets found. The worm creates a DDoS 

attack and luckily was never out in the open. 

 

2016 Industroyer/Crashoverride (A):  

Industroyer (also referred to as Crashoverride) is malware used in the cyberattack on Ukraine’s 

power grid on 17 December 2016. A fifth of Kiev, the capital of Ukrain, was cut off power for one 

hour and is considered that this was just a large-scale practical test. This was the second Cyberattack 

on Kiev in two years. Again, it used remote controls and OPC to get controls over IACS systems and 

also erased system-crucial Registry-keys and overwrite files to make the system unbootable, i.e. not 

able to restart. 

2016 Shamoon 2 (A):  

However on the 2nd of Dec 2016, 4 years later, the same happened again to Saudi Aramco called 

Shamoon 2 with disk-wiping malware, slightly modified, return of the Disttrack Wiper. Since late 

November 2016, the Shamoon 2 attack campaign has brought three waves of destructive attacks to 

Saudi Arabia. Shamoon 2 also wipes data and takes control of the 

computer’s boot record, which prevents the PC from being turned 

back on. 

2017 WannaCry (A): 

WannaCry was a ransomware attack on 12 May 2017. It was 

caused by a ransomware Crypto-worm using the Microsoft Windows operating system (OS) by 

encrypting data and demanding ransom payments in the Bitcoin Cryptocurrency. The attack was 

estimated to have affected more than 250,000 computers across 150 countries, with total damages 

ranging from hundreds of millions to billions of US Dollars. According to Kaspersky Lab, the four most 

affected countries were Russia, Ukraine, India and Taiwan in the first day. 

2017 Petya Goldeneye (A): 

Petya (named after the weapon satellite in a James Bond 

movie Goldeneye) is a family of encrypting ransomware, 

first discovered in March 2016 and targeted Windows-

based systems. On 27 June 2017, a major global 

cyberattack began, named NotPetya (to distinguish it from 

the 2016 variants), with infections in France, Germany, 

Italy, Poland, United Kingdom and the United States. However, most infections were targeting Russia 

and Ukraine. Initially more than 80 companies were attacked, including the National Bank of Ukraine. 

The targets in these countries were mainly Energy Companies, the power grid, bus stations, gas 

stations, the airport and banks. Around that period other variants (mutant versions) were launched 

as well called Red Petya, Green Petya, Mischa and PetrWrap, using one of the most advanced 

cryptographic algorithms around, it also encrypts the entire hard drive by overwriting the master 

reboot record, to lock the system in order to prevent the computer from loading the OS again. 

 

Shamoon 1 and Shamoon 2 

are attacks on Saudi Aramco’s 

oil production and successfully 

paralysed the production. 

Ransomware is getting more and more 

popular by Cybercriminals and 

successfully launched WannaCry and 

Petya.  Ransomware is demanding 

payments in the Bitcoin Cryptocurrency. 

https://www.blackhat.com/docs/us-16/materials/us-16-Spenneberg-PLC-Blaster-A-Worm-Living-Solely-In-The-PLC-wp.pdf
https://www.securityweek.com/plc-worms-can-pose-serious-threat-industrial-networks
https://en.wikipedia.org/wiki/Industroyer
https://gallery.logrhythm.com/threat-intelligence-reports/shamoon-2-malware-analysis-logrhythm-labs-threat-intelligence-report.pdf
https://en.wikipedia.org/wiki/WannaCry_ransomware_attack
https://www.kaspersky.com/blog/wannacry-ransomware/16518/
https://en.wikipedia.org/wiki/Petya_(malware)
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2018 Triton (PS, I and A):  

Triton is a new ICS Attack Framework and has caused operational disruption to critical Infrastructure. 

The attacker (most probably the Russians again) have developed the capability to cause physical 

damage and as a result the shutdown of operations of a Petrochemical company in Saudi Arabia, at 

Saudi Aramco. The malware gained remote access to an SIS Engineering Workstation and deployed 

the Triton Attack Framework to reprogram the Triconex SIS, the Safeguarding Systems of oil 

production facilities. Luckily a mistake was made by the attackers in the attack framework that cause 

the facilities to shutdown on a diagnostic failure message. Triton is seen as the first direct attack on 

SIS, the integrity heart and last line of defence of production facilities. 

2018 Xbash (A): 

Some people recommend to change to another operating system, such as Linux, but new attacks, like 

Xbash ransomware, attacks both Linux and Microsoft Windows servers. Xbash was discovered by 

Unit 42 of Palo Alto Networks in September 2018 and it combines a Botnet, Ransomware, Coinmining 

in one worm, so it is a multipurpose worm. Xbash has self-propagating capabilities that means that it 

has worm-like characteristics like WannaCry. Linux is also used in Industrial Applications and is 

therefore also a candidate of being attacked. 

2019 LockerGoga (A): 

“OSLO (Reuters) - Norske Hydro, one of the world’s largest aluminium producers, has made some 

progress restoring operations but is not yet back to normal after it was hit on 18-03-2019 by a 

ransomware Cyber-attack”, the company said on Wednesday, 20-03-2019. The attack, LockerGoga 

malware, is the most active ransomware. It focuses on targeting companies and bypass AV signature-

based detection. It loads, using the company's own Active Directory services, a malicious file on the 

system to the ‘%TEMP% directory’ from an infected Email attachment and progresses to the OT, 

where it infects PCD-systems. 

Malware and attacks are evolving to smarter attacks, more focussed and more automated attacks. A 

good example is a comparison by Prof. Sandro Etalle, Technical University Eindhoven: 

 
23 December 2015 17 December 2016 

Malware BlackEnergy/KillDisk Industroyer/Crashoverride 

Attack Stages 1. Manual reconnaissance 

2. Manual shutdown of relays via 

remote connection to SCADA 

workstations 

3. Destroyed SCADA drives 

4. Disabled battery backup 

5. Destroyed serial-to-Ethernet 

devices 

1. Automated reconnaissance 

2. Automated shutdown of relays via 

native ICS commands 

3. DoS on Siemens relays 

4. Destroyed ABB configuration files 

Architecture Human Modular & extensible 

Target 50+ substations Transmission stations 

Impact 135 MW 200 MW 

Significance 1st successful public Cyberattack  

on civilian infrastructure 

1st public discovery of autonomous & 

targeted ICS malware 

https://www.fireeye.com/blog/threat-research/2017/12/attackers-deploy-new-ics-attack-framework-triton.html
https://researchcenter.paloaltonetworks.com/2018/09/unit42-xbash-combines-botnet-ransomware-coinmining-worm-targets-linux-windows/
https://blog.talosintelligence.com/2019/03/lockergoga.html
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The Industroyer/Cashoverride attacks (2016) are much smarter 

than the BlackEnergy/KillDisk (2015) attacks and more is 

automated. 

It is evident when looking at the above list of successful hacks 

and attacks that a well-managed Firewall, up-to-date Anti-virus Definition files (AV) and applying the 

latest patches is not good enough to protect you against focused attackers. AV and Patching are 

always lacking behind and zero-day attacks will not be stopped!  

The Industroyer/Cashoverride 

attacks (2016) are much smarter 

than the BlackEnergy/KillDisk (2015) 

attacks and more is automated. 
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6. Cybersecurity Metrics 

How do we measure Cybersecurity? How good or bad are we 

doing? Most companies cannot answer these two simple 

questions! 

If we don’t know how to measure security, then we cannot 

manage or improve it! Are we doing too much or not enough 

in this space? Can we compare our OT Cybersecurity 

Programme (if we have it?) with our competitors? 

Most companies are very quiet about what they are doing in this 

space. This is mainly because they don’t want to draw attention of 

hackers or become attractive to hobby hackers and wizkids. Also, 

End-Users don’t share their programs. A good example is the Plant 

Security Group of an End-Users Branch organisation, where the 

members don’t share their programmes. It may be a good start, but 

no one wants to show that most End-Users are not doing much and are waiting. 

OT Cybersecurity cannot be measured like Process Safety (based on 

MTBF) and using a statistical approach (SIL), however OT 

Cybersecurity can be positioned on a RAM (Risk Assessment Matrix) 

together with other threats. OT Cybersecurity will be influenced by 

focus of the attacker and mitigation actions of the End-User.  

Known Cybersecurity metrics are for Industrial Cybersecurity: 

• IEC 62443-1-3: System Security Compliance Metrics (Draft available) 

• S. Payne, “A Guide to Security Metrics” → Click here 

• NIST 800-55 Rev 1, Sections 5.0-6.0 (July 2008)  

• NIST 800-100, Section 7.0 (summarizes 800-55) 

• NIST Cybersecurity Framework version 1.1 (April 2018) → Click here 

• The CIS V7 Security Metrics 2018 and 2010 → Click here and here 

• The GCI Index 

• TCSEC (Orange book)  

• ITSEC (Europe’s Orange book) 

• CTCPEC (Canada’s Orange book) 

• SANS A Guide to Security Metrics 

• etc. 

When properly used, OT Cybersecurity metrics provide a balanced, unbiased view of how 

Organization’s security efforts are going. Importantly is that each type of industry will need other 

metrics. The CIS V7 Security Metrics and the NIST Metrics are good metrics to use. In the NIST vs 1.1 

in Appendix B, is a complete framework of metrics that can be used and have a good reputation.  

Most known Metrics are for Office Automation and not for Industrial Automation. Less addressed in 

metrics are the intervals and time after release of patching of ICS, smart Instruments, Wireless 

Access Points (WAP), Switches, Routers, Firewalls, Back-up Systems, Time-sync Systems, etc. The 

shorter the Patch-update-intervals the more secure, but only after the Vendor has released the 

patch. 

When properly used, OT 

Cybersecurity Metrics provide 

a balanced, unbiased view of 

how Organization’s security 

efforts are going… 

Cybersecurity cannot be 

measured like Safety (MTBF), 

but can be positioned on a RAM 

(Risk Assessment Matrix) and 

compared with other threats. 

https://www.sans.org/reading-room/whitepapers/auditing/guide-security-metrics-55
https://www.nist.gov/cyberframework/framework
https://www.cisecurity.org/white-papers/cis-controls-v7-measures-metrics/
http://www.itsecure.hu/library/image/CIS_Security_Metrics-Quick_Start_Guide_v1.0.0.pdf
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Non-Industrial Sensors could be the weakest link, such as a Wireless Smoke Detection Camera using a 

standard protocol to communicate with the F&G Logic Solver and could be an access point for 

hackers! 

 

Figure 22: The interval between patching of ICS is a KPI and part of Metrics 

However, applying regular Cybersecurity Patching and Anti-virus Definition files is not enough to 

protect your critical OT Systems! Dragos Inc. conducted a study and reported in march 2018 

“Industrial Control Vulnerabilities: 2017 in Review” the following: 

• 64% of the patches don’t fully eliminate the risk 

• 85% of the patches are too late 

• 63% of the vulnerabilities cause Loss of Control (LoC) 

• 71% of the vulnerabilities cause Loss of View (LoV) 

• 72% of ICS vulnerabilities has no cure other than patching 

• 15% of the vulnerabilities could provide access to OT 

• 61% of vulnerabilities give both LoC and LoV 

• 63% of vulnerabilities affect ICS hardware or software 

A ‘vulnerability’ is a computer flaw, a bug in the software that can be used by malware and hackers 

to damage the function of the software, i.e. to change it or to make it stop working. 

A ‘Security Patch’ is software to repair the vulnerability and should only be applied when the Vendor 

of the IACS has tested the patch and when it has been released for installation by that same Vendor. 

A ‘Zero-day’ is a vulnerability that is unknown by the public and legal security organisation, Vendors 

and Anti-virus (AV) software manufacturers and is often used by hackers and malicious attackers, e.g. 

to gain access. It will remain a zero-day attack until a patch is available or when AV will recognise the 

signature of it, so that systems can be protected or the flaw is eliminated. 

Applying Vendor approved Security Patches and updating 

Anti-Virus Definition Files is certainly one of the major 

contributors to a safer OT, together with a properly 

maintained Firewall to secure the OT Domain. 

To apply Cybersecurity Metrics it is strongly 

recommended to create a score card or OT Cybersecurity 

Dashboard that is updated online or at regular intervals.   

Metrics is also to create your own online 

Management Dashboard to inform your 

management about the status on a daily 

basis and in case of an active threat to 

allow for a clear insight. 

https://www.dragos.com/media/2017-Review-Industrial-Control-Vulnerabilities.pdf
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7. What is the chance that you are impacted by Malware or a Cyber-attack? 

Most people think that the chance that they will become a victim of a Cyberattack is very low. This 

was depending on the type of industry or organisation, the reason and motivation of the attacker 

and the vulnerabilities of the companies and indeed some industries were not attractive.  

But nowadays you cannot state that the chance is low anymore. Cyber criminals will attack any 

individual or company who will pay when their computer systems or office applications are locked 

by ransomware. With new threats emerging every day, the risks of not doing anything, like not 

installing a firewall or anti-virus is more dangerous than ever, especially for companies. Symantec 

stated that in 2017 a 29% increase in Industrial Control System vulnerabilities were found. So not 

only the threat is increasing, also the systems the industry is using, are more sensitive to 

Cyberattacks every year. The trend in automation to apply Industry 4.0 which also increases 

connection of control systems and office applications and together will give an 

exponential curve of the chance that a company will be a victim of malware, 

hackers or ransomware or other cyber threats. 

When nothing is done, the red curve is applicable and the chance will increase 

exponentially over time. 

The simplest programme that could be realised to protect is a firewall, security patching and anti-

virus software installation. This sounds very simple but for this often the network will need to be 

changed and a full inventory is required to identify all systems that are installed. After installation the 

firewall will need to be maintained and the systems updated regularly. Trained staff and a supporting 

organisation are required to do this work and back-ups and a disaster recovery program will need to 

be created to restore the systems after a successful attack. 

It is not just the installation of a firewall. This is where most 

companies are at this moment in time (Jan. 2019). The 

following 12-basic requirement steps to a simple approach 

to secure your Process Control Domain (OT) will be 

required to bring down the chance considerable of being 

hit by a Cyber-attack. 

‘Do nothing’ is not 

an option anymore! 

12-basic requirement steps to a simple 

approach to secure your Process 

Control Domain (OT) will be required 

to bring down the chance considerable 

of being hit by a Cyber-attack. 

   Figure 23: What is the chance that you are impacted by Malware or a Cyber-attack? 

http://images.mktgassets.symantec.com/Web/Symantec/%7B3a70beb8-c55d-4516-98ed-1d0818a42661%7D_ISTR23_Main-FINAL-APR10.pdf?aid=elq_
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Summary of activities of 12-basic steps 

Design, prepare and train staff: 

1.1     Make an Inventory  

1.2     Make a Network drawing 

1.3     Check for dial-up modems 

1.4     Contact your Control System Vendors for Vendor Solutions 

1.5     Separate OT and IT Network by design 

1.6     Design SIS only connected to the Control System and EWS  

1.7     Training program 

 

Execute work: 

1.8     Implement changes to network and install Firewall(s) 

1.9     Install OT Anti-Virus clients and server in the DMZ  

1.10  Install WSUS or similar and patch 

1.11   Execute hardening and overwrite ‘Default Passwords’ 

 

Ensure sustainability: 

1.12   Create Sustainability and make Back-ups, etc. 

 

However, as listed in Chapter 5. ‘What are the most successful attacks on the industry’, of this 

document there is still a chance of being a victim.  

Therefore it is strongly recommended that after successful implementation of the 12-basic steps, a 

plan is made to execute the next phase, being ‘Implement a Cost & Impact Effective Security 

Program’. This phase is based on a Risk Assessment and the implementation of some gaps-found, 

depending on available budget. 

Summary of a ‘Cost & Impact Effective’ Security Program: 

2.1 Make a Security Plan (use ISA99 IACS Security Program Model) 

2.2 Determine your ANSSI Class (Class 1-3) and perform a Risk Assessment and Gap Analysis. 

2.3 Make 3 scenarios (depending on costs for ALARP) with associated residual risks and costs. 

2.4 Create information pack of Security Plan and above results for Stake Holders, and Staff 

involved. 

2.5 Prepare Management Presentation, estimate planning and required staff and present 3 

scenarios in order to obtain budgets. 

2.6 Execute training programs for own staff (See also step 1.7) 

2.7 Start implementation project, report regular progress reports on costs, planning, progress 

and staff matters. 

2.8 Create contracts with IACS and Security Vendors, award and execute for Implementation. 

2.9 Create contracts with IACS and Security Vendors, award and execute for Security 

Maintenance, Forensics and Fast Response if required. 

2.10 Conduct detailed commissioning, follow-up of punch lists and produce lessons learned 

2.11 Execute Continual Improvement (CI) and conduct Pen Tests on at least a yearly basis. 

2.12 Execute Maintenance (e.g. Patching, keep AV up-to-date, review of FW-rules, keep inventory 

up-to-date, maintain lists of users and their authorisation, make obsolescence plan as part of 

life-cycle management, Pen-tests, etc. 
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This is recommended for most industries. In Step 2.3 a selection should be made of most cost 

effectives gaps to action. One of the steps is to execute a training program and this is one of the most 

expensive steps in the process.  

Cybersecurity is 70% about people and processes and 30% 

about technology. The execution of a comprehensive 

training program will have a high impact in your company 

on the behaviour of your staff and will reduce the chance of 

facing a Cyber-attack. However not only staff will need to 

be trained, also the management team will require training, 

at least to awareness level.  

Some industries cannot afford facing a Cyber-attack, e.g. the nuclear 

industry. In those cases the maximum possible should be 

implemented.  An OT Attack Vector Analysis can identify the actions 

to bring the risk down to a minimum. An OT Attack Vector Analysis 

will bring a Risk Assessment and Gap Analysis to the next level of 

depth and accuracy and more importantly creates a realistic view on 

a path or means by which a hacker (or cracker) can get access to a computer or network server in 

order to deliver a malicious outcome. Only specialised companies can conduct a detailed OT Attack 

Vector Analysis and for this they use a Threat Model.  

Using the Bow-tie model to move from reactive to proactive. At this moment most mitigations are 

reactive, such as Anti-Virus software. Using the threat model and using more ‘levels of defence’ to a 

threat, e.g. preferably 3 levels when feasible, will reduce the chance of a Cyber-attack being 

successful. It is obvious that all is depending on available budgets. 

 

  

Cybersecurity is 70% about people and 

processes and 30% about technology 

and to execute a comprehensive 

training program will have a high 

impact in your company on the 

behaviour of your staff and will reduce 

the chance of facing a Cyber-attack. 

Figure 24: Use the Bow-tie model for defence in depth 

An OT Attack Vector Analysis 

will bring a Risk Assessment 

and Gap Analysis to the next 

level of depth and accuracy. 
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8. What are governments doing? 

The European government is aware of the threats and are creating new laws, e.g. NIS Directive for 

Europe and is the first piece of EU-wide legislation on cybersecurity adopted by the European 

Parliament on 6th of July 2016, to be implemented within 2 years in all member states (all EU 

Countries). It is expected that the member states 

implementation will be more stringent and more severe, but 

unfortunately most countries didn’t meet the deadline of mid 

2018! 

The Dutch Government has created the Csw (Cybersecuritywet) in response to the NIS-directive. This 

law has been accepted by the ‘Tweede Kamer’ of the Dutch parliament on the 29th of May 2018 and 

changed name into Wbni (Wet beveiliging netwerk- en informatiesystemen), accepted by the ‘Eerste 

Kamer’ on 16-10-2018 and came into force on 9-11-2018. 

The GDPR, the European General Data Protection Regulation, mandates how to collect, protect and 

store personal data in companies across the whole EU. This is not part of OT Cybersecurity, but 

companies will need to comply and this legal Requirement effects the HR systems and processes of 

companies. Personal data is information about personal information of humans/employees, 

customers and End-Users. Companies should be able to demonstrate how the data is collected, 

protected, maintained, stored and deleted when no longer required. When e.g. personnel data is 

compromised it must be reported to the authorities. Attacked party must report incidents within 72 

hours. If not, the maximum penalty could be 4% of yearly turnover (omzet). 

The BRZO, a Dutch law, Besluit Risico’s Zware Ongevallen from 2015, 

puts Security as part of Safety as legislation. BRZO 2015 is applicable to 

all companies with activities where explosive mixtures are present to 

avoid incidents to people and to the environment. It also mandates 

exchange of information internationally to avoid or to mitigate. Security 

Management is now mandatory for companies where BRZO is 

applicable, and could consist of: 

• Organisational security requirements (e.g. training, access) 

• Personnel security requirements (e.g. Good Behaviour Cert. 

(VOG)) 

• Civil security requirements (e.g. blast walls) 

• Electronic security requirements (e.g. CCTV, card readers) 

• ICT-Security requirements (e.g. firewalls) 

End-Users where BRZO is applicable now have to prove that they 

manage Security! BRZO is applicable to all Vital Providers, such as 

the Electric Power Industry (incl. Gas distribution), Water Companies, Telecom industry, Nuclear 

Industry, Banks, Main port Rotterdam and Schiphol, and the Rijkswaterstaat (Department of 

Waterways and Public Works in the Netherlands). 

The Dutch government has accepted a law, ‘Meldplicht Cybersecurity 

(Wgmc)’, that makes the reporting of cyber incidents mandatory on 

11th of July 2017. The reporting should be addressed to the 

Nationaal Cyber Security Centrum (NCSC) acting on behalf of the 

Secretary of State of Safety and Justice (Minister van Veiligheid en 

Justitie).  

The NIS Directive is an European 

directive on Cybersecurity and is 

applicable to all EU member states 

The BRZO, a Dutch law, 

Besluit Risico’s Zware 

Ongevallen from 2015, 

puts Security as part of 

Safety as legislation. 

The Dutch government has 

accepted a law, ‘Meldplicht 

Cybersecurity (Wgmc)’, that 

makes the reporting of 

cyber incidents mandatory 

on 11th of July 2017. 

BRZO is applicable to all Vital 

Providers, such as the Electric 

Power Industry (incl. Gas 

distribution), Water Companies, 

Telecom Industry, Nuclear 

Industry, Banks, Main Port of 

Rotterdam and Schiphol, and the 

Rijkswaterstaat (the government of 

waterworks in the Netherlands). 

https://eur-lex.europa.eu/legal-content/NL/TXT/PDF/?uri=CELEX:32016L1148&from=EN
https://zoek.officielebekendmakingen.nl/stb-2018-387.pdf
https://www.infomil.nl/onderwerpen/veiligheid/brzo-2015/
https://www.ncsc.nl/
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Wgmc has been embedded in the new law 

Wbni. Companies will be informed by the 

Dutch Government by means of an official 

letter when they have to comply to the 

BRZO (in the Netherland about 400 

companies) and the Wbni. 

Cybersecuritywet voor de Overheid (Wdo) 

is a new law, Law Digital Government 

(previously called) The General Digital 

Infrastructure (GDI) consists of Standards, 

Products and Services to be used by the 

Dutch Government, Public Organisations 

and some private companies who work for 

the government. The focus is on usability 

and therefore it is constantly in motion for 

improvements. The law is in the process of 

being approved by the Dutch Government. 

The GDI is split in 4 clusters (parts) being:  

• Digital identification and authentication (e.g. eHerkenning and DigiD) 

• Safe and secure Storage of Basic Registration of Citizens, Property, Companies, Maps, Tax, 

Cars, BKR, etc. 

• Secure connectivity, e.g. use of HTTPS for Government WEB-sites 

• Governmental Services  

This law, Wdo, is expected to be 

applicable mid-2019 and is for 

government, ministries, semi-

government (e.g. public transport) 

and organisations working for the 

government, like TNO. The law is 

not applicable to the private sector. 

The Dutch National Cyber Security 

Center (NCSC), acting on behalf of 

the Secretary of State of Safety and 

Justice (Minister van Veiligheid en 

Justitie), has created the National 

Cyber Security Strategy 2. NL-NCSC 

not to be confused with UK-NCSC 

(National Cyber Security Centre, 

part of GCHQ - Government 

Communications Headquarters, one 

of the three UK Intelligence and 

Security Agencies, along with MI5 

and the Secret Intelligence Service 

(MI6).)  

Figure 26: Cybersecuritywet voor de Overheid (Wdo) 

Figure 25: Csw, the Implementation of NIS Directive in The Netherlands 

https://www.ncsc.nl/
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Europol has set up the European Cybercrime Centre (EC3) started on the 1st of Jan 2013 with the 

objective “to strengthen the law enforcement response to cybercrime in the EU and with that to help 

protect European citizens, businesses and governments from online 

crime.” The EC3 takes a three-step approach to the fight against 

cybercrime: forensics (finding out what happened based on the traces 

left behind), strategy and operations.  

Because of the Brexit the UK has developed its own legislation and used the NIS Directive to create 

the Network and Information Systems Regulations 2018 (NIS Regulations) that came into effect on 10 

May 2018 as a follow-up from the NIS Directive. This new legislation is applicable to businesses that 

rely on IT systems in the following sectors: energy, transport, health, drinking water supply and 

distribution, digital infrastructure and online marketplaces, online search engines and cloud 

computing services, like in the Netherlands. 

Some Energy companies have received a letter from the Dutch government to comply to the BRZO 

and others (mostly smaller) did not. 

It is expected that more Cybersecurity laws will be created in the 

near future….  

  

Europol has set up the 

European Cybercrime Centre 

(EC3), the Cyber Police. 

It is expected that more 

Cybersecurity laws will be 

created in the near future…. 
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9. What is the Industry doing? 

The industry is not sharing any information about their Cybersecurity programmes. This is mainly not 

to attract Cybercriminals, Wizkids or other potential threats and to become a victim.  

Branch organisations are sharing information about new standards and legislation and try to 

stimulate the private companies to start a Cybersecurity programme. WIB and FHI in the Netherlands 

are sharing information, organising seminars and WIB creates Guidelines. 

Internationally the WIB is working closely together with 

Namur, the German equivalent of End-Users. The 5 major oil 

companies are working together in LOGIIC, an US initiative of 

Department of Homeland Securities (DHS) to stimulate the Oil 

and Gas Industry in working together on OT-Cybersecurity. 

ISA 95 and ISA 99 are US organisations that create new 

standards and working closely together with the IEC good practical standards, like IEC 62443 series 

have been created that is specifically designed for use in industry. 

Industrial Control Systems Joint Working Group (ICSJWG) is an initiative of The Department of 

Homeland Security (DHS). The US National Cybersecurity and Communications Integration Center 

(NCCIC) hosts the Industrial Control Systems Joint Working Group (ICSJWG) to facilitate information 

sharing and reduce the risk to the US nation’s industrial control systems. The ICSJWG provides a way 

of communicating and partnering across all Critical Infrastructure (CI) Sectors between federal 

agencies, departments, as well as private asset owners/operators of industrial control systems. The 

goal of the ICSJWG is to continue and stimulate the collaborative 

efforts of the industry in securing CI by accelerating the design, 

new developments and the deployment of more secure 

industrial control systems by sharing knowledge. 

Many new young OT Security Companies have started off lately 

to offer their services and knowledge to the industry. However, 

Industry is slowly moving and mainly waiting for things to happen…. 

There are some End-User initiatives, mainly by the large Multi-Nationals and large Banks. End-Users 

are NOT FORCING Vendors to become compliant against IEC 62443-2-4, because only the big Vendors 

can afford the investment and the small Vendors not. Most Projects in Industry don’t specify 

compliancy against any OT Cybersecurity Standard or don’t 

request certified products and services. Regrettably the 

Cybersecurity impact is under-estimated by industry and slow 

progress is made. 

 

  

Branch organisations have 

Cybersecurity Working Groups and 

information, mainly knowledge is 

shared. WIB creates Guidelines that 

is of use to End-Users in Industry. 

In the US the Department of 

Homeland Securities (DHS) is 

sponsoring industry in working 

together and sharing information, 

e.g. LOGIIC and ICSJWG.  

End-Users are not forcing 

Vendors to comply to 

International standards or to get 

certified. Most are just waiting…. 
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10. Why are End-Users slowly moving to do something against Cybersecurity? 

A Cybersecurity program is seen as an expensive project in the OT space. It doesn’t improve 

production and the perception is that it doesn’t give any Return on Investment (ROI). But is that 

true? For Security Officers, justifying a cybersecurity budget to Key Decision Makers and Senior 

Managers can come with some challenges. With the number of new Cybersecurity risks growing 

exponentially, companies have to spend money on areas of data and Cybersecurity, where they may 

not have spent money in the past. In typical budgeting behaviours, most organizations make budget 

decisions based on the previous year’s spending, resulting in slowly changing and a pretty consistent 

amount for a security budget. This usually includes the same processes, policies, technology and 

employees year after year.  

In the past (and often still today), the lack of a clear understanding of 

how Cybersecurity incidents impacted the business caused consistent 

under-funding. As budgets need to be increased, Security Officers 

and Engineers needed new ways to make their leadership teams 

understand the requirement to increase these budgetary needs.  

Now it’s time to apply new tactics to justify a proper Cybersecurity 

budget.  

1. First a proper business case will need to be produced, in which the added value of a 

Cybersecurity programme is outlined. That is very difficult and the best is to combine 

Cybersecurity with an initiative like IIoT. Do not apply IIoT if you are not prepared to do 

something about your Cybersecurity. The chance that you are being hit by a Cybersecurity 

attack is increasing rapidly when IIoT is applied. However IIoT and smart operations will be 

much easier to justify, but it is essential to add the costs of Cybersecurity to the benefits.  

2. Demonstrate in a ‘life hack’ how easy it is to get access from internet or via the IT (Office 

Domain) to the OT and IACS. A good demonstration will say more than 1000 words. 

3. Outline of the compliance requirements is key. Using compliance requirements is an 

effective way to get cybersecurity projects funded. There are many different laws and 

regulations that require companies to meet, e.g. like Wbni and BRZO, but also compliance 

against International Standards, like the IEC 62443 series. 

4. Demonstration of ROI is difficult, but not impossible. A way to get a Cybersecurity budget 

approved is to provide the leadership team with quantitative ROI from your cybersecurity 

programs and projects. Leadership teams are more likely to respond favourably to budget 

requests when costs can be justified with clear numbers and statistics. The Risk Assessment 

and the position on the RAM can be used as well. Make sure 

the numbers are easy to understand and clear. 

5. Showing results of Benchmarking could be of help to 

convince the Key Decision Makers and Senior Managers that 

something will need to be done. “Security by obscurity” is no 

longer an option.  

The reason why companies are slowly moving to do something 

against Cybersecurity is mainly the need for more budget and 

good people, good justifications and the fast evolvement of Cybersecurity in Industry, i.e. 

ransomware, hackers and malware. Also technical people have to provide a justification to the Key 

Decision Makers and Senior Managers and this is a difficult job that not many technical staff can do. 

It’s very important to have management buy-in and this is possible through awareness training.   

A comprehensive tailor made 

justification is required, trained 

staff and management awareness is 

necessary to move fast, have 

management buy-in and kick-off a 

Cybersecurity Programme in the OT 

New tactics are required to justify a 

proper Cybersecurity budget, such 

as a business case, demonstration 

of a ‘life hack’, outline of the 

compliance requirements, 

demonstrate the ROI and show 

results of Benchmarking. 
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11. Do End-Users require a new organisation? 

The first step in mitigating the impact of OT Cybersecurity in your company is to create a supporting 

organisation.  

A start situation often in a company is a Turf fight between 

departments, i.e. Engineering/Operations vs. IT. The question 

‘Who owns the OT Cybersecurity problem?’ remains often 

unanswered. This and no Senior Management commitment, no 

trained personnel, no knowledge in the company, under-

estimation of the problem, no budget and no idea how to start 

and what to do, will make it worse! 

Therefore it’s very important to create Senior Management 

commitment by providing awareness training. Senior 

management and Decision Makers will need to be 

confronted with statistics, trends and what’s happening in 

industry w.r.t. Cybersecurity and not only in the IT-Domain. 

Should be informed that Industrial Automation has become 

cheaper over the last decade, but some of these costs’ advantages will need to be invested in 

Cybersecurity. The problem of Industrial Cybersecurity is new and most companies have not adjusted 

to this new threat.  Senior Management should receive help and 

advice on the steps to take within their own company to handle 

the issue. Unfortunately, most Senior Managers will only act when 

an attack has happened and when being a victim of a 

Cyberattack…. 

Why is it that the IT Department cannot handle the issue? The IT 

department has sufficient knowledge of the ICT, but no knowledge 

about Safety and working in an operational industrial environment. In OT you don’t make major 

changes in the weekend when most staff are at home, but on Monday morning, so you have all week 

to give it full attention and when required bring in the experts to assist. You cannot stop the 

production for updates, upgrades or modifications, you have to do it on live systems that are in full 

Figure 27: In Office-IT you bring your car to the garage 

The first step in mitigating the 

impact of OT Cybersecurity in your 

company is to create a supporting 

organisation. Often it’s unclear who 

owns the OT Cybersecurity issue.  

Providing management awareness 

training is key to get management 

onboard in supporting an OT 

Cybersecurity programme. 

There is a big difference between 

the IT department and the 

Engineering/Operations 

department and both have 

missing skills to own the problem 
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production and cannot be switched off. Safety is critical to the License to Operate and is often under 

estimated by the IT department! 

Why is it that the Engineering and Operations cannot handle the issue? The Engineering and 

Production Operations department have sufficient knowledge about Safety and working in an 

operational environment and very limited knowledge about ICT and Cybersecurity. Although 

Operations is the owner of the systems in the OT and Engineering is the owner of the Technical 

Integrity of the OT, but departments have other priorities than OT Cybersecurity. The impact of 

Cybersecurity and what’s possible today is often underestimated by the Automation department in 

Engineering. 

The ICT world is a fast-moving world, complete change out every 3-6 years (Operating System ‘end of 

lifetime’ is already after 6 years). In the Automation world (OT) designs are required to be operated 

for 25 years or longer. Fundamentally, IT secures data and not the process. An intentional or 

unintentional cyber threat could result in the loss of intellectual property (IP), could have an impact 

on corporate financials and employee or customer information leaks can be costly, up to a few 

million US$ per incident. However when Process Safety is failing the entire production facility could 

be lost, e.g. Piper Alpha (1988) and the Ocean Ranger (1982), Bhopal India disaster (1984) and Texas 

City Refinery explosion (2005) and many more. 

A blended team is required with a short link to Senior 

Management, like the Existing IT Security Organisation (CISO) or 

HSSE Department. The new team should be trained and made 

aware of the do’s and don’ts of the OT environment, e.g. Safety 

First, high availability requirements, Permit to Work and fully 

tested systems, etc. and should be trained in OT Cybersecurity. 

Figure 28: In OT (Industrial Automation) you fix your car while driving 

A blended team is required with a 

short link to Senior Management. 

The new team should be trained 

and made aware of the do’s and 

don’ts of the OT environment 

https://en.wikipedia.org/wiki/Piper_Alpha
https://en.wikipedia.org/wiki/Ocean_Ranger
https://en.wikipedia.org/wiki/Bhopal_disaster
https://en.wikipedia.org/wiki/Texas_City_Refinery_explosion
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For Companies that have to comply (since 2015) to the BRZO (Besluit Risico’s Zware Ongevallen) as a 

result of Seveso III, Cybersecurity is put as part of Safety as legislation. BRZO 2015 is applicable to all 

activities where explosive mixtures are present to avoid incidents to people and to the environment. 

It also mandates exchange of information internationally to avoid or to mitigate. Security 

Management is now mandatory for Companies where BRZO is applicable, such as: 

• Organisational security requirements (e.g. training, access) 

• Personel security requirements (e.g. Good Behavior Cert. (VOG)) 

• Civil security requirements (e.g. blast walls) 

• Electronic security requirements (e.g. CCTV, card readers) 

• ICT-Security requirements (e.g. firewalls)  

There are e.g. two options possible for a new organisation: 

• Appoint an OT Cybersecurity Officer (OCO) when the BRZO 2015 legislation is applicable to 

your organisation, then OT Cybersecurity is part of Process Safety. Nevertheless, to manage 

Process Safety and OT Cybersecurity in one department, then the HSSE Department (Health, 

Safety, Security and Environment) is strongly recommended. 

• Another option is to expand the ‘Roles and Responsibilities’ of the existing CISO to include 

OT Cybersecurity. In that case the CISO shall be trained to learn more about the OT priorities, 

the Permit to Work system and last but not Least the safety impact, which is number one 

priority in the OT. Often the CISO appoints an OT Cybersecurity Officer (OCO) to focus on all 

OT Cybersecurity aspects. In any case it is evident that a dedicated OCO is required. Most 

companies are moving in this direction, especially because of the legal requirement that 

BRZO 2015 dictates that are outside the scope of the OCO, but within the scope of the CISO. 

The second step is to appoint a CSOT (Control System OT-

Security Lead). The CSOT should be reporting in the 

maintenance organisation of Operations and in large 

organisations should manage several CSE’s (Control Systems 

Engineers), also part of the maintenance organisation of Operations. 

When the GDPR (EU General Data Protection Regulation) is properly implemented a DPO (Data 

Protection Officer), reporting to the HR-manager. For small companies this could be a part-time job, 

but the role must be assigned to a person in the organisation. 

Furthermore it is strongly recommended that a ‘Security Triumvirate’ is created in which the OCO, 

the CISO and the CSOT are participating and that they meet on regular intervals, e.g. once per month. 

IT- and OT Cybersecurity Functions: 

• DPO – Data Protection Officer* (Responsible for legal compliancy to GDPR and Wgmc/Wbni) 

• OCO – OT Cybersecurity Officer* (Responsible for OT Security in the OT Domain) 

• CISO – Chief Information Security Officer (Responsible for IT Security in the IT Domain) 

• CSOT – Control System OT-Security Lead* (Responsible for OT Sec. Maint. in the OT Domain) 

• CSE – Control Systems Engineer* 

Security Triumvirate*: 

• CISO (Chairman) 

• OCO  

• CSOT 

An OT Cybersecurity Officer (OCO) 

and a Control System OT-Security 

Lead (CSOT) shall be appointed.  
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When the new organisation is in place, the OCO should create new and clear Roles & Responsibilities 

for the new roles, with clear Tasks and Targets per year, prepare for a budget and training program 

of the staff selected and create a detailed plan to be discussed in the Triumvirate meeting.  

 

The last option also has the advantage that all Cybersecurity accountabilities are in one department 

and not spread over two departments. 

 

  

Figure 29: A possible OT Cybersecurity Organisation as part of the HSSE department 

Figure 30: A possible OT Cybersecurity Organisation as part of the IT department 
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12. What is required before you start a Security project? 

The following 9 steps of ‘prerequisites to success’ are required before an OT Cybersecurity 

Programme can start: 

0.1 Obtain Management commitment 

0.2 Select an OT-Cybersecurity Officer (OCO) 

0.3 Create a supporting organisation (CSOT, CSE, Triumvirate and hire good Contractors) 

0.4 Train at least one person on OT Security 

0.5 Set objectives of the Security Program, e.g. Strategy and Policy, i.e. the goal 

0.6 Create CTR (Costs, Time and Resources) 

0.7 Present CTR and Plan to Senior Management and Decision Makers 

0.8 Establish a budget 

0.9 Make a communication plan and communicate to stakeholders 

Above is the status most companies are in at this moment and haven’t 

resolve it yet! 

Some companies are just installing a firewall and staff is trying to do 

more, without Senior Management commitment. This is mainly 

because the technical staff doesn’t know how to inform Senior 

Management and how bridge the difference between IT- and OT-Security. 

Good qualified Contractors are required to help the OCO and Senior Management to get started and 

later during the implementation programme: 

Initially a good qualified Cybersecurity Consultant or a trained OCO is required to … 

• Create a Security plan 

• Create a high-level estimate of required budgets and planning 

• Create a Security Strategy and Policy 

• Make an inventory of installed base  

• Make Network drawings of existing network (incl. IP-addresses and network equipment)  

• Make a detailed implementation plan (e.g. based on a simple approach) and cost estimate 

• Etc. 

After an initial Budget has been raised and the OCO has been selected: 

0.10 Create a detailed Security plan, based on objectives of the Security Program, e.g. Strategy 

and Policy, i.e. the goal and based on the CTR (Costs, Time and Resources)  

0.11 Create a detailed estimate of required budgets and planning (det CTR) 

0.12 Communicate and allow approval of the Security plan with associated CTR 

Secondly a large ICS Vendor is required to …. 

• Make proposal to redesign L2 (the Control Network) and 

L3, incl. new Security Devices and Tools 

• Make proposal to maintain and service L3 (the PCN) 

• Work with Cybersecurity Consultants and the OCO during 

the initial Cybersecurity phase. 

• Execute upgrades (optional install more smartness) and implement new OT Network and 

install new security devices. 

• Execute Service Contract for access, maintenance and incident responses of the L3 in the OT, 

incl. Back-up and Restore.  

The 9 steps of ‘prerequisites 

to success’ are required 

before an OT Cybersecurity 

Programme can be started 

Good qualified Contractors are 

required to help the OCO and 

Senior Management to get 

started and later during the 

implementation programme 
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13. How much should a company spend on Cybersecurity?  

The cost of an OT Cybersecurity Programme is depending on the size of the company, the level of 

desired robustness against Cybersecurity threats and what have been completed in the past. Maybe 

a company has a good inventory already of the systems installed in the OT, complete with hardware 

and software versions and this could provide a flying start or other steps have been successfully 

completed, e.g. separation of the OT and IT Networks. However, assuming that all work will need to 

be realised in a programme, the following costs and priority could be considered: 

In the above estimates compliance to legislation is embedded and is estimated for a small company 

to be at least 1200 manhours. This is mandatory when the company must demonstrate compliance 

against the BRZO law. 

Executing all this work will bring a company to a very secure level and implementing less could be an 

acceptable level or spreading the work over several 

years could be a solution when not enough funds 

could be raised. The decision what to implement 

should be based on a Risk Assessment. 

Above costs are initial cost to bring a company to 

acceptable levels. It doesn’t include the costs for 

sustainability, such as maintenance, Obsolescence 

Management, reviews and audits. 

# Nb. 37 Subjects of the Security Plan WF %

Hrs.

Small 
(200-500 IO)

Costs

Small 
(200-500 IO)

Hrs.

Medium
(500-5K IO)

Costs

Medium
(500-5K IO)

Hrs.

Large
(5K-50K IO)

Costs

Large
(5K-50K IO)

1 2.3.24 Compliance to Legislation (1.8, 1.5, 1.12, 1.9, 1.10, 1.7, 1.11, 1.1, 1.2, 2.3.3, 2.3.2) HH 49,5 20,0% 1200 3080 8330

2 1.8 Implement changes to network and install Firewall(s) H 15 6,0% 100 € 10.000 200 € 20.000 400 € 40.000

3 1.5 Separate OT and IT Network by design H 15 6,0% 80 € 8.000 160 € 16.000 320 € 32.000

4 1.6 Design SIS only connected to the Control System and EWS H 15 6,0% 80 € 8.000 160 € 16.000 320 € 32.000

5 1.12 Create Sustainability and make Back-ups, etc. H 15 6,0% 80 € 8.000 160 € 16.000 320 € 32.000

6 2.3.22 Wireless Security and Protocols H 12,5 5,0% 20 € 2.000 60 € 6.000 120 € 12.000

7 1.9 Install OT Anti-Virus clients and server in the DMZ H 10 4,0% 80 € 8.000 160 € 16.000 320 € 32.000

8 1.7 Training program H 8 3,2% 400 € 40.000 800 € 80.000 4000 € 400.000

9 1.10 Install WSUS or similar and patch H 8 3,2% 80 € 8.000 160 € 16.000 320 € 32.000

10 1.11 Execute hardening and overwrite ‘Default Passwords’ H 8 3,2% 40 € 4.000 80 € 8.000 160 € 16.000

11 1.3 Check for dial-up modems H 7 2,8% 10 € 1.000 40 € 4.000 80 € 8.000

12 1.1 Make an Inventory H 6 2,4% 100 € 10.000 1000 € 100.000 2000 € 200.000

13 1.2 Make a Network drawing H 6 2,4% 20 € 2.000 60 € 6.000 120 € 12.000

14 1.4 Contact your Control System Vendors for Vendor Solutions H 6 2,4% 40 € 14.000 80 € 28.000 140 € 54.000

15 2.3.3 Incident Management H 6 2,4% 80 € 8.000 100 € 10.000 120 € 12.000

16 2.3.12 Physical Security (Setup and Implement, excl. OPEX) M 5 2,0% 120 € 62.000 140 € 84.000 200 € 90.000

17 2.3.1 OT Security Plan, Strategy and Policy M 4 1,6% 140 € 14.000 200 € 20.000 250 € 25.000

18 2.3.2 Security Management System, Roles & Responsibilities and Job Descriptions M 4 1,6% 140 € 14.000 200 € 20.000 250 € 25.000

19 2.3.4 Configuration Management M 4 1,6% 80 € 8.000 160 € 16.000 200 € 20.000

20 2.3.25 Life Cycle and Obsolescence Management M 4 1,6% 80 € 8.000 160 € 16.000 200 € 20.000

21 2.3.21 Secure Time Synchronisation M 4 1,6% 40 € 9.000 80 € 18.000 160 € 31.000

22 2.3.17 Security Dashboards, Helpdesk and SOCs M 4 1,6% 400 € 50.000 800 € 100.000 2000 € 250.000

23 2.3.18 Monitoring Tools M 4 1,6% 40 € 14.000 80 € 23.000 160 € 41.000

24 2.3.5 Disconnection Procedures L 2 0,8% 40 € 4.000 80 € 8.000 160 € 16.000

25 2.3.6 Security Administration L 2 0,8% 40 € 4.000 80 € 8.000 160 € 16.000

26 2.3.7 Infrastructure Management L 2 0,8% 40 € 4.000 80 € 8.000 160 € 16.000

27 2.3.8 Firewall Management System (L) L 3 1,2% 40 € 4.000 80 € 8.000 160 € 16.000

28 2.3.9 Access Control and Management L 2 0,8% 40 € 4.000 80 € 8.000 160 € 16.000

29 2.3.10 Application and Data Management L 2 0,8% 40 € 4.000 80 € 8.000 160 € 16.000

30 2.3.13 Advanced Remote Access to OT L 2 0,8% 40 € 4.000 80 € 8.000 160 € 16.000

31 2.3.14 Data Stream Model L 2 0,8% 40 € 4.000 80 € 8.000 160 € 16.000

32 2.3.15 Two-Factor Authentication (2FA) and Single Sign-on L 2 0,8% 40 € 4.000 80 € 8.000 160 € 16.000

33 2.3.16 Disposal / Confidential waste L 2 0,8% 40 € 4.000 80 € 8.000 160 € 16.000

34 2.3.19 Background checks L 2 0,8% 40 € 4.000 80 € 8.000 160 € 16.000

35 2.3.20 Strong protocols (no replacements, change to specs only) L 2 0,8% 40 € 4.000 80 € 8.000 160 € 16.000

36 2.3.23 Security Requirements for Vendors L 2 0,8% 40 € 4.000 80 € 8.000 160 € 16.000

37 2.3.11 TOGAF in the OT? L 1 0,4% 140 € 14.000 200 € 20.000 250 € 25.000

Totals: 248 100,0% 2910 € 376.000 6280 € 763.000 14490 € 1.649.000

291 € 37.600 628 € 76.300 1449 € 164.900

3201 € 413.600 6908 € 839.300 15939 € 1.813.900

Figure 31: Example of cost estimates for small, medium and large companies 

37 subjects have been identified for small, 

medium and large organisations, of which 15 

rank high, 8 rank medium and 14 rank lower 

on impact when implemented. The total costs 

for a small business is approx. € 400k, for a 

medium sized organisation approx. € 800k and 

for a large organisation approx. € 2 Million. 
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The cheapest way to protect your systems in the Process Control Domain (OT) is to create a Secure 

Cell and stop the use of all portable media in that Secure Cell, such as USB-sticks, DVDs, laptops, etc.  

The requirements criteria of a Secure cell are: 

➢ The Secure Cell should be connected via ONE Firewall to the outside world, i.e. OT. 

➢ The systems in the Secure Cell should be able to continue the production process without the 

use of other systems outside the Secure Cell. This means that in the Secure Cell you can find 

PLCs, IO, network between the PLCs, DCS, EWS, AMS and IO to historian and Safety Systems.  

➢ Secure Cells could be interconnected via tunnels and when confidential information is shared 

the tunnels should be encrypted. 

➢ A plant could be split in several Secure Cells, i.e. one per Vendor or one per part of the plant. 

➢ No portable media allowed to be used within the Secure Cell! 

A Risk Assessment should demonstrate if a Secure Cell is enough, but most probably training is also 

required. Don’t expect that your staff will train themselves. Cybersecurity training should be 

embedded in your company in strategies, policies and staff planning and should be fully supported by 

the Senior Management. Another subject that could relax the OT Cybersecurity program is to have a 

good disaster recovery and incident response plan, in which back-ups and clear procedures are 

embedded. 
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14. What can End-User Senior Management do to help? 

It is obvious that without Management support and approval the security program will not be 

successful or will not get started. Senior management can do the following to demonstrate that they 

fully support this activity: 

❑ Demonstrate that Snr. Management is supporting a Security Program 

➢ Inform your staff that this is important to you and your company 

➢ Make time free for this subject 

➢ Provide guidance of your expectations of your OCO 

❑ Create a new OT Cybersecurity Organisation with clear Roles & Responsibilities 

❑ Insist on Regular Reporting of the status and progress of the programme 

➢ Check the Security Dashboard on regular intervals and ask questions 

❑ Create and support a budget 

❑ Ensure that you are compliant to Legislation 

❑ Make sure that you have a Cybersecurity Strategy and Policy and that this is followed up 

❑ Make sure that you have a Disaster Recovery Plan and test it 

❑ Ensure that you have an Obsolescence plan and a Sustainability plan 

❑ Make sure that you and your staff are trained and understand the issues of OT Cybersecurity. 

❑ Make sure that you also address Cybersecurity for Electric Power Supply 

❑ Be careful that you don’t attract hackers by communicating to the outside world that you have a 

solid Security Program. Don’t make yourself a target, because you are proud or allow free WiFi 

on your site. Make your OT Cybersecurity programme confidential to your organisation! 

❑ Make sure that your company report Cyber Incidents to the Authorities as per GDPR 

❑ Change your company to be proactive to Cyber-attacks, instead of reactive. Don’t be too late! 
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15. What happens when less than the minimum will be implemented or when 

it takes too long to implement the minimum? 

When less than the minimum will be implemented your company is at risk. A Risk Assessment should 

indicate how big these risks are, but point is that the Risk Assessment will need to be repeated every 

other year (2-yearly), since the landscape of threats is changing fast. 

When the Risk Assessment (RA) demonstrates that your company is not at risk, there is something 

wrong with your RA. It is obvious that each company and everyone is at risk, could be ransomware. 

When your company uses a batch process and the quality of your production is not easy to be 

influenced by malware, hackers or other cyberthreats, then it may be worth a while to investigate 

that next to a managed firewall, only a solid disaster recovery and incident response plan, in which 

back-ups and clear procedures are embedded, is sufficient. There is time between the batches to 

rebuild ICS systems and databases. When the MTTR is shorter than the time between the batches, 

this is feasible.  

If this is the route to go for in your company, then you should pay attention to the identification of 

Cyber threats. How do you know that your systems are compromised? A firewall doesn’t tell you 

that. Some Intrusion Detection systems are well equipped to provide you with that information and 

in combination with a Security Dashboard could be your way to go. But nevertheless, the goal for any 

organisation is to achieve the best possible protection at the best possible costs and a Risk 

Assessment can help you to identify that. 

The perimeter (barrier to keep intruders out) is long gone, and the Cloud, IIoT, and other systems 

have changed the boundaries and rules, because we’re now working in the Cloud and making more 

use of networks in control the Signature-based cybersecurity tools that rely on blacklists and 

whitelists are increasingly less effective. This means that we have to do more… 

The 12-Basic requirement steps to a simple approach to secure your Process Control Domain (OT) 

can be seen as a minimum. The implementation of a ‘Cost & Impact Effective’ Security Program can 

be seen as the next level of protection. 

When the budget is split in half and spread over twice the period, the risk exposure time to the OT 

Cybersecurity threats is doubled, see pattern area. It’s a management decision to tune the budget 

and to accept the exposed 

risk and should be tried to 

keep as short as possible. 

Within process automation 

the risk concerning security 

and the OT Cyberattacks are 

now rated as the highest 

threat that industry is facing. 

Every company should have 

a Cybersecurity plan and 

should live up to it.  

Cybersecurity is here to stay 

and doesn’t go away by 

itself.  
Figure 32: Budget vs. Time and Exposed Risk vs. Time 
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19.  WannaCry Ransomware attack in 2017 that affected more than 200,000 computers 
across 150 countries, with total damages ranging from hundreds of 
millions to billions of dollars. 
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28.  Namur the User Association of Automation Technology in Process Industries in 
Germany 

29.  Aberdeen 
Group 

The Aberdeen Group provides intent-based marketing and sales solutions 
that deliver performance improvements 

30.  GDPR The EU General Data Protection Regulation (GDPR) is the most important 
change in data privacy regulation in 20 years. 

31.  BRZO Besluit risico's zware ongevallen 2015 (Brzo 2015). 

32.  Csw Implementatie van richtlijn (EU) 2016/1148 (Cybersecuritywet) 
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17. List of Abbreviations 

 

A short description of the abbreviations used in this report are: 

# Abbreviation Short Description 

1.  AI Artificial Intelligence, sometimes called machine intelligence, is intelligence 
demonstrated by machines in computer systems 

2.  ALARP As Low As Reasonably Practicable or ALARA is As Low As Reasonably 
Achievable 

3.  AMS Asset Management System 

4.  AV Anti-Virus (antivirus) security software  

5.  BRZO Besluit Risico’s Zware Ongevallen 

6.  CCTV Closed-circuit television 

7.  CIA Central Intelligence Agency 

8.  CIS Center for Internet Security 

9.  CISO Chief Information Security Officer 

10.  COTS Commercial off-the-shelf 

11.  CSE Control Systems Engineer 

12.  CSIRT Cyber Security Incident Response Team 

13.  CSIS Center for Strategic and International Studies in the USA 

14.  CSOT Control System OT-Security Lead 

15.  Csw Cybersecuritywet 

16.  DCS Distributed Control System, most used control system for large and medium 
sized plants 

17.  DHS US Department of Homeland Securities 

18.  DNI Director of National Intelligence of the USA 

19.  DPO Data Protection Officer (related to GDPR) 

20.  EC3 European Cyber Crime Centre, part of Europol in the Hague 

21.  ERP Enterprise resource planning, e.g. SAP 

22.  EWS Engineering Work Station 

23.  FF H1 Foundation Fieldbus, powered fieldbus 

24.  GDI General Digital Infrastructure 

25.  GDPR General Data Protection Regulation - May 2018 

26.  HSSE Health, Safety, Security and Environment 

27.  IACS Industrial Automated and Control System, collective name for control 
systems used by ISA99 

28.  ICS Industrial Control System 

29.  ICSJWG Industrial Control Systems Joint Working Group (sponsored by DHS) 

30.  ICT Information and Communication Technology 

31.  IO Input/Output modules, also indicated as ‘I/O’ 

32.  IoT Internet of Things, allows process sensors to connect, interact and exchange 
data via networks, such as internet or LAN 

33.  IoT Internet of Things, allows process sensors to connect, interact and exchange 
data via networks, such as internet or LAN 

34.  IP Intellectual Property, like patents and copyright 

35.  IP Internet Protocol, a number that is used on internet to provide an address 

36.  ISA International Society of Automation 

37.  ISAC ISAC is a non-profit organization of companies dedicated to enhancing 
cybersecurity by sharing threat information and collaborating on improve 
their incident response through trusted collaboration 
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38.  IT Information Technology, also called the Office Domain (OD) 

39.  ITRC Identity Theft Resource Center, USA 

40.  KPI Key Performance Indicators is a type of performance measurement 

41.  LAN Local Area Network, a private network, e.g. an office network 

42.  LOGIIC Linking the Oil and Gas Industry in Improving Cybersecurity 

43.  MES Manufacturing Execution System, information system to monitor the 
production process, e.g. to calculate profits or production costs in real-time 
and is the layer between DCS and ERP systems 

44.  MoC Management of Change 

45.  MTBF Mean Time Between Failures 

46.  MTTR Mean Time To Repair 

47.  NCCIC US National Cybersecurity and Communications Integration Center 

48.  NCSC Nationaal Cyber Security Centrum 

49.  NIS European Network and Information Security directive (NIB-richtlijn) 

50.  NIST National Institute of Standards and Technology 

51.  NSA National Security Agency, a secret service department of the USA 

52.  OCO OT Cybersecurity Officer 

53.  OD Office Domain, also called IT or IT Domain, the LAN that connects all 
applications, servers, databases, printers, etc. used by office members of a 
company, protected by managed Firewalls for entry control. The OD is on 
one side connected to the internet and on the other side connected to the 
OT/PCD and acts as a protection zone for the OT/PCD. 

54.  OLE Object Linking and Embedding, is a proprietary technology developed by 
Microsoft 

55.  OPC Ole for Process Control, an industrial protocol 

56.  OT Operational Technology, also called PCD 

57.  PB DP Profibus Decentralised Peripherals, powered fieldbus by Siemens 

58.  PCD Process Control Domain, a part of the control/plant network protected by 
Firewall(s) that allows ‘trusted’ communication between ICSs, PLCs, printers 
and other computer systems and network equipment and in which all user 
accounts and systems are registered with a central database located on a 
central computer known as domain controller.  

59.  PCN Process Control Network 

60.  PERA Purdue Enterprise Reference Architecture is a 1990s reference model for 
enterprise architecture, developed by Theodore J. Williams and members of 
the Industry-Purdue University Consortium 

61.  PII Personally Identifiable Information, is information that can be used on its 
own or with other information to identify, contact, or locate a single person, 
or to identify an individual in context. 

62.  PLC Programmable Logic Controller 

63.  PSD Portable data Storage Devices 

64.  RAT Remote Access Trojan, sometimes called Creepware 

65.  ROI Return on Investment 

66.  SCADA Supervisory Control And Data Acquisition is a control system architecture 
that uses computers, network data communications and graphical user 
interfaces for high-level process supervisory management 

67.  SGS Safeguarding System, also called SIS 

68.  SIL Safety Integrity Level provides a target to attain for each safety function, 
expressed in SIL 1 – SIL 4 

69.  SIF Safety Instrumented Function 



Industrial Security Project Justification 

54 of 57 
 

70.  SIS Safety Instrumented System, a system to protect and safeguard the 
production process, preferably using IEC 81508/61511. 

71.  SSD Solid State Drive of Solid-State Disk, has no moving parts and is much faster 
than hard disks. 

72.  TCP Transmission Control Protocol used on internet 

73.  U.S.NRC United States Nuclear Regulatory Commission, part of the US Government 

74.  USB Universal serial bus, an entry port into most computer systems 

75.  VOG Verklaring Omtrent het Gedrag is een verklaring waaruit blijkt dat uw gedrag 
in het verleden geen bezwaar vormt voor het vervullen van een specifieke 
taak of functie in de samenleving. 

76.  Wbni Wet beveiliging netwerk- en informatiesystemen 

77.  Wdo Cybersecuritywet voor de Overheid 

78.  Wgmc Wet gegevensverwerking en meldplicht cybersecurity 
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Appendix A: Example of the subjects in a Security plan 

An example of the subjects in a Security Plan can be found below. The 15 high ranked actions will 

provide 75% of the mitigation. The next 22 actions will only provide 25% and should be based on a 

Risk Assessment to be implemented or not. The costs should also be considered and should be a 

decision maker. 

The implementation of these 37 action items should be spread over a few years and cannot be 

implemented in a few months’ time. The whole attitude and behaviour in a company should change 

and that takes time. 

 

  

# Nb. 37 Subjects of the Security Plan WF %
1 2.3.24 Compliance to Legislation HH 49,5 20,0%

2 1.8 Implement changes to network and install Firewall(s) H 15 6,0%

3 1.5 Separate OT and IT Network by design H 15 6,0%

4 1.6 Design SIS only connected to the Control System and EWS H 15 6,0%

5 1.12 Create Sustainability and make Back-ups, etc. H 15 6,0%

6 2.3.22 Wireless Security and Protocols H 12,5 5,0%

7 1.9 Install OT Anti-Virus clients and server in the DMZ H 10 4,0%

8 1.7 Training program H 8 3,2%

9 1.10 Install WSUS or similar and patch H 8 3,2%

10 1.11 Execute hardening and overwrite ‘Default Passwords’ H 8 3,2%

11 1.3 Check for dial-up modems H 7 2,8%

12 1.1 Make an Inventory H 6 2,4%

13 1.2 Make a Network drawing H 6 2,4%

14 1.4 Contact your Control System Vendors for Vendor Solutions H 6 2,4%

15 2.3.3 Incident Management H 6 2,4%

16 2.3.12 Physical Security M 5 2,0%

17 2.3.1 OT Security Plan, Strategy and Policy M 4 1,6%

18 2.3.2 Security Management System, Roles & Responsibilities and Job Descriptions M 4 1,6%

19 2.3.4 Configuration Management M 4 1,6%

20 2.3.25 Life Cycle and Obsolescence Management M 4 1,6%

21 2.3.21 Secure Time Synchronisation M 4 1,6%

22 2.3.17 Security Dashboards, Helpdesk and SOCs M 4 1,6%

23 2.3.18 Monitoring Tools M 4 1,6%

24 2.3.5 Disconnection Procedures L 2 0,8%

25 2.3.6 Security Administration L 2 0,8%

26 2.3.7 Infrastructure Management L 2 0,8%

27 2.3.8 Firewall Management System (L) L 3 1,2%

28 2.3.9 Access Control and Management L 2 0,8%

29 2.3.10 Application and Data Management L 2 0,8%

30 2.3.13 Advanced Remote Access to OT L 2 0,8%

31 2.3.14 Data Stream Model L 2 0,8%

32 2.3.15 Two-Factor Authentication (2FA) and Single Sign-on L 2 0,8%

33 2.3.16 Disposal / Confidential waste L 2 0,8%

34 2.3.19 Background checks L 2 0,8%

35 2.3.20 Strong protocols L 2 0,8%

36 2.3.23 Security Requirements for Vendors L 2 0,8%

37 2.3.11 TOGAF in the OT? L 1 0,4%

Totals: 248 100,0%
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Appendix B: NIST Framework for Improving Critical Infrastructure Cybersecurity 

This publication is the result of an ongoing collaborative effort involving industry, academia, and the 

US-government. The US National Institute of Standards and Technology (NIST) launched the project 

by convening private- and public-sector organizations and individuals in 2013. Published in 2014 and 

revised during 2017 and 2018, this Framework for Improving Critical Infrastructure Cybersecurity has 

relied upon eight public workshops, multiple Requests for Comment or Information, and thousands of 

direct interactions with stakeholders from across all sectors of the United States along with many 

sectors from around the world. 
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- Process Automation Strategy and policy 

- Process Control IT-Security (OT-Security) 

- SIS (Safety Instrumented Systems) and SIF (Safety Instrumented Functions) 
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Summary of this report: 

This document is the first in a series about Cybersecurity for Industrial Automated Control System (IACS). 

In the past years Process Automation made a shift towards Microsoft Windows and new superior capabilities 

were introduced. Industry 4.0 was created, but also a new threat was introduced, named Cybersecurity. 

Cybersecurity is evolving fast and many organisations have faced the impact of not being protected or not good 

enough. Hackers, safely behind their home PC, have shutdown many industries, such as Saudi Aramco oil 

company, the Ukraine Power Plants, the Iranian Nuclear plants, managed to hack into a control system of a 

dam near New York, paralysed shipping companies and much more… 

Unfortunately most Senior Managers of organisations inclined to think that their company is not an interesting 

victim, but more is true. Nowadays no one is safe anymore and protecting your infrastructure of your company 

and your control systems is key.  

This document explains clearly the threats and the trend of these threats, new legislation, metrics, available 

standards that can be of help and what you can do as an organisation. An estimate of the cost is provided and 

more importantly it is explained that training of key personnel and a behaviour change in your organisation is 

essential to survive in the digital world of today. The document provides 37 implementation steps to protect and 

manage Cybersecurity of control systems and infrastructure of your company. This document helps to justify a 

Cybersecurity project and is recommended to Senior Managers of small and large organisations. This report is 

recommended to anyone who is searching for a justification to do a down-to-earth project that is based on real 

experience and is affordable and realistic. 
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